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AUDIT BOARD

 AGENDA

Wednesday 24 January 2018

1. Apologies for Absence. 

2. Declarations of Interest. 

To receive declarations of interest from Members, including the 
terms(s) of any Grant(s) of Dispensation. 

3. Confirmation of the Minutes of the meeting held on 6 
September 2017 

MD
(Pages 1 - 8)

4. Urgent Items 

The Chairman will announce his decision as to whether there are 
any urgent items and their position on the agenda.

ITEMS FOR CONSIDERATION IN PUBLIC

5. References from Other Committees (IF ANY) 

There are no references from other Committees at present for 
Audit Board Members to consider. 

6. External Audit Update 
(Pages 9 - 38)

This report presents to the Board the Annual Audit Letter 
2016/17, the External Auditor’s 2016/17 Certification Letter and 
the Audit Progress Report and Sector Update. 

7. Counter Fraud Team Update Report 
(Pages 39 - 44)

This report provides Board Members with details of the work 
carried out by the Counter Fraud Team in the period 1 April to 31 
December 2017. 



8. Progress Report on Internal Audit Annual Plan 2017/18 
(Pages 45 - 50)

This report provides Members of the Board with information 
regarding the progress made by the Internal Audit Team in 
delivering the Annual Internal Audit Plan for 2017/18. 

9. Review of Internal Audit Recommendations - Progress 
Report (Pages 51 - 60)

This report is to update Members on progress with the 
implementation of recommendations agreed with Management 
during 2017 and to report on the outstanding recommendations 
that were due to be implemented by 30 November that year.

10. Audit Reports Issued Since Last Meeting of the Board 
(Pages 61 - 68)

This report is to inform Members of the outcomes of audits 
completed since the previous report to the Board on 6 September 
2017 and to provide the Committee with the opportunity to 
request clarification or further information, if considered 
necessary.

11. Selective Invoice Checks 
(Pages 69 - 72)

During the September 2017 meeting of the Board Members 
selected five (5) creditor payments for checking. This report 
summarises the findings of that exercise and provides the 
opportunity for Members to select [5] further payments for audit 
checking.

12. Cyber Security and Information Risk Guidance for Audit 
Committees (Pages 73 - 98)

This report considers the Cyber security and information risk 
guidance for Audit Committees published by the National Audit 
Office in September 2017 which identified key questions that 
should be asked and the answers as supplied by the ICT 
Manager, together with an appropriate action plan. 

13. Future Appointment of External Auditors: Update 
(Pages 99 - 

102)

This report provides an update on the appointment of the 
External Auditor from 2018/19 onwards.

14. PricewaterhouseCoopers Follow Up Review of the Internal 
Audit Service (Pages 103 - 

106)



This report provides Members with an update on the findings of 
the PricewaterhouseCoopers follow - up review.
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DARTFORD BOROUGH COUNCIL

AUDIT BOARD

MINUTES of the meeting of the Audit Board held on Wednesday 6 September 2017 
at 7.00 pm.

PRESENT: Councillor D A Hammock (Chairman)
Councillor A Bardoe (Vice-Chairman)
Councillor J S Hawkes
Councillor J A Hayes
Councillor D Swinerd

ABSENT: Councillor A R Lloyd
Councillor Mrs J A Ozog

IN ATTENDANCE: Sarah Martin – Strategic Director(Internal Services)
Tim Sams – Financial Services Manager
Lisa Nyon – Principal Auditor/Acting Audit 

Manager
Liz Jackson – Grant Thornton UK (External 

Auditors)

17. APOLOGIES FOR ABSENCE. 

Apologies for absence were received from Councillors A R Lloyd and Mrs J A 
Ozog.

The Chairman welcomed Mrs Liz Jackson from Grant Thornton (External 
Auditors) and conveyed the Board’s congratulations on the forthcoming birth 
of her first child in late November. Liz advised that during her forthcoming 
maternity leave, a colleague from Grant Thornton would be fulfilling her role 
as external auditor and that she looked forward to meeting Members again in 
January 2019.

The presence of the Strategic Director (Internal Services), the Financial 
Services Manager and the Acting Internal Audit Manager were noted and 
welcomed by Members.

18. DECLARATIONS OF INTEREST. 

There were no declarations of interest.

19. CONFIRMATION OF THE MINUTES OF THE MEETING HELD ON 28 JUNE 
2017. 

RESOLVED:

1. That the Minutes of the Audit Board meeting held on 28 June 2017 be 
confirmed as accurate.
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20. REFERENCES FROM OTHER COMMITTEES (IF ANY) 

There were no references from other Committees.

21. REPORT FROM THE EXTERNAL AUDITOR 

The covering report from the Financial Services Manager (FSM) advised Audit 
Board Members that the External Auditor, Grant Thornton UK, had completed 
the audit of the Council’s 2016/17 Accounts as presented in their “Audit 
Findings” report (attached at Appendix A to his report). 

Members were asked to welcome the External Auditor’s intention to issue an 
unqualified opinion on both the Financial Statements and the Value for Money 
(VfM) Conclusion as set out in Appendix A; and to approve the Letter of 
Representation for the year ended 31 March 2017 attached as Appendix B to 
the covering report.

Liz Jackson, Engagement Lead, Grant Thornton confirmed to Members that 
the External Auditors proposed to issue an unqualified opinion on the 
Council’s Statement of Accounts for the year ended 31 March 2017 together 
with an unqualified Value for Money (VfM) Conclusion. She made the 
following detailed comments:

 The Council’s Financial Services Team had prepared a good set of 
draft accounts for the earlier deadline of 31 May 2017;

 Supporting papers were to a good standard and provided in advance of 
the audit commencing, and the Finance team had responded promptly 
to queries, which had enabled the External Auditors to complete the 
audit within the agreed timeframe;

 During the audit of the Council’s Property, Plant and Equipment (PPE) 
Register two (2) assets were identified as having been revalued by the 
Council’s Valuer but not recorded on the Register [Agenda p.33]. 
However, the value of this error was not material and did not impact on 
the reported financial position and was therefore recorded by the 
External Auditor as an ‘Unadjusted Misstatement’. Management had 
accepted a recommendation that two (2) additional controls be put in 
place for the future ;

 Limited changes were made to the draft Statement as part of the audit 
process, but the changes were not sufficient to affect the draft Outturn 
position for revenue and capital budgets presented to Cabinet in July 
[Cabinet Min. Nos 38 and 39 refer];

 The Letter of Representation [Appendix B to the covering report] 
complied with the Code of Practice on Local Authority Accounting and 
had provided the External Auditor with access to all relevant 
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information and other sundry matters, and was commended to the 
Board for approval and signature by the Chairman and Section 151 
Officer in their respective roles. 

Liz Jackson confirmed that the current 2017/18 audit process had been re-set, 
to ensure that the Council met the new requirement for approved and 
published 2017/18 Accounts by 31 July 2018.

RESOLVED:

1. That Members welcome the External Auditor’s intention to issue an 
unqualified opinion on both the Financial Statements and the Value for 
Money (VfM) Conclusion (attached as Appendix A to the report);

2. That Members approve the ‘Letter of Representation’ attached as 
Appendix B to the report.

22. FINANCIAL STATEMENTS (STATEMENT OF ACCOUNTS) 2016/17 

The report from the Financial Services Manager (FSM) presented the 
Council’s Statement of Accounts for the period 1 April 2016 to 31 March 2017 
as attached at Appendix A to the report.

Members were asked to adopt, approve the publication of, and authorise for 
issue the 2016/17 Statement of Accounts at Appendix A to the report. The 
Board’s formal approval would enable the External Auditor, Grant Thornton, to 
sign-off the Accounts and issue an unqualified opinion on both the Accounts 
and the Value for Money (VfM) Conclusion, as set out in the previous agenda 
item [Min. No. 21 refers].  

The FSM reminded Members that the Council’s Statement of Accounts was 
prepared in accordance with ‘proper accounting practice’ - i.e. with regard to 
all the accounting rules issued by the Accounting Standards Board and the 
CIPFA Code of Practice on Local Authority Accounting. Those accounting 
rules differed from the statutory regulations that the Council was required to 
follow as a local authority and the Statement of Accounts demonstrated how 
the two regimes of ‘proper accounting practice’ and statutory regulations were 
reconciled.

He asked Members to note 2 (two) significant developments in the 2016/17 
Statement of Accounts, which differed from those submitted previous years:

 The Cost of Services as shown in the Comprehensive Income and 
Expenditure Statement (CIES) [Appendix A to the report] had changed, 
following a review by CIPFA of the Service Reporting Code of Practice. 
The previous requirement had been to break down costs into service 
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areas e.g. Planning, Culture etc. CIPFA had decided, on review, that 
accounts would be easier to understand if the CIES was displayed in 
the same way that the Council is organised i.e. Managing Director, 
Strategic Director (External Services), Strategic Director (Internal 
Services) and the Local Authority Housing (HRA) which is reported 
separately [Appendix A agenda p.88];

 A further new requirement is to show the results of both the ‘proper 
accounting standards’ and the statutory requirements on a 
departmental basis. This is now provided in the Expenditure and 
Funding analysis [Appendix A, Note 1a – agenda p.84]. 

The FSM also highlighted the fact that the timetable for publishing the 
2017/18 Accounts will move forward to 31 May 2018 which will require those 
Accounts to be audited and approved for publication by the end of July 2018. 
As a consequence the Audit Board would have to meet at the end of July in 
2018 rather than September going forward. He asked Members to note that in 
anticipation of the 2018 requirements; the 2016/17 Accounts had been 
completed and signed-off by 31 May 2017 and he wished to express his 
thanks to all members of the Financial Services team for this achievement. 

The FSM then went through in detail, the following specific aspects of the 
2016/17 Accounts with Members as set out in Appendix A to the report;

 The Expenditure and Funding Analysis (EFA) - Note 1a [agenda 
p.84/85] showed on (the most important) statutory basis, that the net 
cost of Services was £8.543m with a surplus of £3.339m after other 
income and expenditure was considered. This surplus was further 
broken down in the Movement in Reserves Statement (MIRS) between 
£2.316m for the General Fund and £1.023m for the HRA;

 These figures were consistent with those reported to Cabinet in early 
June 2017 and no changes to that reported position were required. 
The position and the comparison to the General Fund budget and the 
tension between the two (where capital has been funded out of in-year 
revenue) was set out in narrative form on p.68 [of the agenda];

 The EFA [agenda p.84] also recorded an ‘accounting’ surplus on the 
provision of services for the year of £14.4m mainly due to adjustments 
for capital purposes; because ‘proper accounting practice’ dictates that 
capital expenditure related to assets is only included in the income and 
expenditure account over time, via depreciation charges. In contrast, 
the statutory requirement for local government is that all capital 
funding from revenue is shown as a cost in-year e.g. the costs of 
improving housing assets are shown in the statutory accounts as an 
in-year cost, but the deprecation charge for those improvements is not 
included in the statutory accounts;

 The Comprehensive Income and Expenditure Statement (CIES) 
[agenda p.88] recorded an accounting surplus on the Provision of 



AUDIT BOARD

WEDNESDAY 6 SEPTEMBER 2017

5

Services of £14.4m (as highlighted in the EFA – agenda p.84). In 
addition, the EFA included unrealised gains/losses (shown as other 
comprehensive income amd expenditure) which included property 
revaluations investments and changes in the value of pension 
liabilities, which are then reflected in changes in usable reserves;

 The Movement in Reserves Statement (MIRS) [agenda p.86] recorded 
changes in usable and unusable reserves and started with the 
Accounting outcome of the CIES and then recorded the adjustments 
that had been made to obtain the statutory basis. The MIRS recorded 
that the general fund balance had been maintained at £3m, an 
increase to Earmarked General Reserves to £20m, HRA at £12.7m, 
Capital Receipts Reserve at £9.2m of which £4.7m were One for One 
receipts reserved for Council Housing Build;

 The increase in Earmarked General Fund Reserve had been greater 
than expected due in the main to additional income of £1.1m from 
interest relating to the Council’s externally managed funds and a better 
than budgeted Business Rates outturn;

 The Balance Sheet [agenda p.89] recorded the assets and liabilities of 
the Council on 31 March 2017. Points to note were an increase in 
Long Term Assets up to £374m from 2016 with the value of Property, 
Plant and Equipment increasing significantly. The main increase was 
due to a significant revaluation of the Council’s Housing stock by 
professional valuers, which had properly reflected the increases in the 
local housing market. There had also been an increase in the 
Council’s pension liability of some £4m due to changes in financial 
assumptions by the actuary and reductions in the returns on 
Government Gilts. Short Term Investments had risen to £79m [from 
£57m in 2016];

 The Cash Flow Statement [agenda p.90] recorded a reduction of some 
£6m for cash and cash equivalents for 2017 over 2016 figures, mainly 
due to increased use of short-term investments like money market 
funds, rather than cash investments such as bank deposits. Other 
movements in cash were detailed in the Statement;

 The HRA debt continued to paid down each year and the remaining 
debt now stood at around £65m out of the initial loan of £87m;

 The Housing Revenue Account [agenda p.163] recorded an accounting 
surplus of £9.5m in the year, offset by accounting adjustments of 
£8.5m [agenda p.164] resulting in a balance of the Statutory HRA of 
£12.7m which was required to fund a one-off debt repayment in 
2020/21 for the ongoing funding of the Council’s new build scheme. It 
was also considered prudent to retain a balance in light of various 
risks e.g. the proposed ‘sale of high value council homes’. 
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In response to a specific question from the Chairman, the FSM advised 
Members that the policy for the sale of high value Council homes’ as a result 
of the Housing Associations’ right to buy remained within the purview of 
central government.  New Government policy might affect the market in the 
future. The Council would take the possibility of future policy changes in that 
area into account, when formulating the Business Plan including the 
possibility of any impact on the HRA.

The Chairman asked that the Audit Board’s appreciation of the efforts of the 
Financial Services Manager and the entire Financial Services team in 
concluding the 2016/17 Statement of Accounts by the new deadline of 31 May 
2017 be recorded in the Minutes. 

RESOLVED:

1. That Members adopt, approve the publication of, and authorise for 
issue, the 2016/17 Statement of Accounts as enclosed at Appendix A 
to the report.

23. PROGRESS REPORT ON INTERNAL AUDIT ANNUAL PLAN 2017/18 

This report and Appendices from the Acting Audit Manager (AAM) provided 
Members with information regarding the progress made by the Internal Audit 
Team in delivering the Annual Internal Audit Plan 2017/18. Since publication 
of the report [Agenda pages 187-192] three (3) further audit reports had 
reached the ‘Feedback’ stage and another two (2) had reached the ‘Fieldwork’ 
stage. 

The Principal Auditor confirmed that she continued to act as the Internal Audit 
Manager in addition to fulfilling her own duties, that one auditor role remained 
vacant and that this role was currently filled by member of agency staff on a 
temporary contract until 31 December 2017. The new Internal Audit software 
was bedding in well and the Acting Audit Manager remained confident that the 
Audit Plan for 2017/18 would be met. 

In response to a specific question from the Chairman, the AAM confirmed that 
all recommendations identified in an audit report which had received a 
‘Limited Assurance’ Opinion were addressed. As shown in Appendix C of 
agenda item 10, follow-up of Limited Assurance recommendations was 
between 3-6 months for those deemed High or Medium priority or in the case 
of low priority recommendations, as part of the next planned review of the 
system.

RESOLVED;

1. That Members note the contents of the report and the progress made 
against the delivery of the Internal Audit Plan 2017/18.
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24. REVIEW OF INTERNAL AUDIT RECOMMENDATIONS - PROGRESS 
REPORT 

This standard report and appendices updated Members on the progress 
made on implementing recommendations agreed with Management during 
2017, and reported on outstanding recommendations due to have been 
implemented by 31 July 2017.

The Acting Audit Manager (AAM) advised Members that 4 (four) of the audits 
listed at Appendix A to the report remained outstanding with the detailed 
reasoning provided in Appendix B. The Internal Audit team would continue to 
liaise with the relevant management to complete the outstanding work and 
update the Board at the next meeting in January 2018.

In response to a specific question from the Chairman, the Strategic Director 
(Internal Services) confirmed for Members that all new staff including 
appointments from Agencies were subject to a basic security check prior to 
being appointed. She also advised that Internal Audit were planning a review 
in this area in the near future and that the IA team continued to review the 
Council’s Recruitment and Selection Toolkit Part 5 to ensure it was updated 
on an annual basis and remained ‘fit for purpose’ (Appendix B to the report 
Agenda p.199). 

RESOLVED:

1. That Members note the reasons for delayed implementation of the 
audit recommendations as set out in Appendix B to the report;

2. That Members endorse the revised dates for implementation of 
outstanding audit recommendations provided by Management as noted 
in Appendix B to the report.

25. AUDIT REPORTS ISSUED SINCE LAST MEETING OF THE BOARD 

This report informed Members of the outcomes of audits completed since the 
previous report to the Board on 28 June 2017 and provided Members with the 
opportunity to request clarification or further information as required. 

The Acting Audit Manager (AAM) confirmed, in response to a specific 
question, that a ‘Clear Desk Policy’ had been agreed with staff in the Council’s 
joint Revenue & Benefits Section - 30 June 2017 audit report [Appendix B 
para 6 – Agenda p.205]. 

Members also discussed, in general terms, the different categories of Opinion 
given to audit reports [Appendix C to the report - Agenda p. 207]. The AAM 
assured Members (in response to a specific question) that when an audit 
report attained an Opinion of ‘Substantial Assurance’ any priority and/or 
medium recommendations attached to the Opinion, were followed-up within 
the 3-6 month timescale. 
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RESOLVED:

1. That Members note the contents of the report as set out in the attached 
Appendices A and B.

26. SELECTIVE INVOICE CHECKS 

At the last meeting of the Audit Board on 28 June 2017 Members selected five 
(5) creditor payments for checking. The report advised Members of the 
outcome of that exercise.

The results of the review by Internal Audit confirmed that all spend decisions 
taken were appropriate and in compliance with Council procedures, as 
summarised in the report.

Members were invited to select 5 (five) further creditor payments for 
examination by the Internal Audit team and subsequent reporting to the Board 
in January 2018.

RESOLVED:

1. That Members note the contents of the report.

2. That 5 (five) further creditor payments be selected by Members for 
checking by Internal Audit with the outcome of that exercise reported 
back to the Board at its next meeting in January 2018.

The meeting closed at 7.30 pm

Councillor D A Hammock
CHAIRMAN
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EXTERNAL AUDIT UPDATE

1.      Summary

To present to the Board the Annual Audit Letter 2016/17, the External 
Auditor’s 2016/17 Certification Letter and the Audit Progress Report and 
Sector Update. 

2. RECOMMENDATIONS

2.1 That Members note the Annual Audit Letter for 2016/17 (attached as 
Appendix A to the report).

2.2 That Members note the contents of the External Auditor’s 2016/17 
Certification Letter (Appendix B to the report).

2.3 That Members note the Audit Progress Report and Sector Update 
(Appendix C).

3. Background and Discussion  

3.1 Grant Thornton presented the Audit Findings report for 2016/17 to the Board at 
the meeting in September. Following approval by the Board, the Statement of 
Accounts was signed by Grant Thornton and published on the 7th September 
2017.

3.2 The Annual Audit Letter (Appendix A) simply draws to a close the work of 
Grant Thornton in 2016/17 but does not repeat the level of detail included in 
the Audit Findings report.

3.3 The External Auditor is required to certify the Housing Benefit claims 
completed by the Council. The External Auditor has produced a specific letter 
on this work for noting by Members (Appendix B). The scale fee for the claims 
work was £19,485 and no extra fees have been proposed. Only minor 
adjustments to the subsidy claim were necessary and the authority remains 
under the local authority error thresholds. 

3.4 The Audit Progress Report and Sector Update document (Appendix C) 
provides the Audit Board with a report on the progress of the external auditors 
in delivering their responsibilities for the 2017/18 financial year. The document 
also includes a summary of Sector issues and developments, technical issues 
and the latest Grant Thornton Publications.
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3.5 Matthew Dean (Grant Thornton) will present the reports to the Board. 

4. Relationship to the Corporate Plan

Not applicable

5. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications As specified in the report
Legal Implications None
Staffing Implications None
Administrative Implications None
Risk Assessment None

6. Appendices

Appendix A – Grant Thornton – Annual Audit Letter 2016/17
Appendix B – Grant Thornton – External Auditor’s 2016/17 Certification Letter
Appendix C – Grant Thornton – Audit Progress Report and Sector Update
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Executive summary

Purpose of this letter
Our Annual Audit Letter (Letter) summarises the key findings arising from the 
work we have carried out at Dartford Borough Council (the Council) for the year 
ended 31 March 2017.

This Letter provides a commentary on the results of our work to the Council and 
its external stakeholders, and highlights issues we wish to draw to the attention of 
the public.  In preparing this letter, we have followed the National Audit Office 
(NAO)'s Code of Audit Practice (the Code) and Auditor Guidance Note (AGN) 
07 – 'Auditor Reporting'.

We reported the detailed findings from our audit work to the Council's Audit 
Board (as those charged with governance) in our Audit Findings Report on 6
September 2017.

Our responsibilities
We have carried out our audit in accordance with the NAO's Code of Audit 
Practice, which reflects the requirements of the Local Audit and Accountability 
Act 2014 (the Act). Our key responsibilities are to:
• give an opinion on the Council’s financial statements (section two)
• assess the Council’s arrangements for securing economy, efficiency and 

effectiveness in its use of resources (the value for money conclusion) (section 
three).

In our audit of the Council’s financial statements, we comply with International 
Standards on Auditing (UK and Ireland) (ISAs) and other guidance issued by the 
NAO.

Our work
Financial statements opinion
We gave an unqualified opinion on the Council’s financial statements on 7
September 2017.

Value for Money (VfM) conclusion
We were satisfied that the Council put in place proper arrangements to ensure 
economy, efficiency and effectiveness in its use of resources during the year ended 
31 March 2017. We reflected this in our VfM conclusion on 7 September 2017.

Certificate
We certified that we had completed the audit of the accounts of Dartford Borough 
Council in accordance with the requirements of the Code on 7 September 2017.

Certification of grants
We also carry out work to certify the Council's Housing Benefit subsidy claim on 
behalf of the Department for Work and Pensions. Our work on this claim is not yet 
complete and will be finalised by 30 November 2017. We will report the results of 
this work to the Audit Board in our Annual Certification Letter.

Working with the Council
From 2017/18, the statutory deadlines for preparation and audit of the financial 
statements will be brought forward and the Council will be required to produce draft 
statements by 31 May, and secure an audit opinion by 31 July 2018.
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We will work in partnership with the Council to complete a substantial amount of 
early audit testing prior to March 2018 which will help to drive further efficiencies 
within the year end audit process.

Moving towards an earlier deadline, particularly within the more complex 
environment within which you now operate, will require an element of redesign of 
some of the closedown processes, arrangements and internal business processes. 

We have worked with many clients to successfully implement faster close and will 
continue to work with the Council during the coming year to support the Council in 
achieving the earlier deadlines. 

We would like to record our appreciation for the assistance and co-operation
provided to us during our audit by the Council's staff.

Grant Thornton UK LLP
October 2017

Executive summary
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Audit of  the accounts
Our audit approach
Materiality
In our audit of the Council's accounts, we applied the concept of materiality to 
determine the nature, timing and extent of our work, and to evaluate the results of 
our work. We define materiality as the size of the misstatement in the financial 
statements that would lead a reasonably knowledgeable person to change or 
influence their economic decisions. 

We determined materiality for our audit of the Council’s accounts to be £1.328 
million, which is 2% of the Council's gross revenue expenditure. We used this 
benchmark, as in our view, users of the Council's accounts are most interested in 
how it has spent the income it has raised from taxation and grants during the year. 

We determined that there were no areas where a separate lower materiality level 
was appropriate, as was reported within our Audit Findings Report. 

We set a lower threshold of £66,400, above which we reported errors to the Audit 
Board in our Audit Findings Report.

The scope of our audit
Our audit involves obtaining enough evidence about the amounts and 
disclosures in the financial statements to give reasonable assurance they are free 
from material misstatement, whether caused by fraud or error. This includes 
assessing whether: 
• the Council's accounting policies are appropriate, have been consistently 

applied and adequately disclosed; 
• significant accounting estimates made by the Strategic Director (Internal 

Services) and Section 151 Officer are reasonable; and
• the overall presentation of the financial statements gives a true and fair view.

We also read the narrative report and annual governance statement to check 
they are consistent with our understanding of the Council and with the accounts 
included in the Statement of Accounts on which we gave our opinion.

We carry out our audit in line with ISAs (UK and Ireland) and the NAO Code 
of Audit Practice. We believe the audit evidence we have obtained is sufficient 
and appropriate to provide a basis for our opinion.

Our audit approach was based on a thorough understanding of the Council's
business and is risk based. 

We identified key risks and set out overleaf the work we performed in response 
to these risks and the results of this work.
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Audit of  the accounts

Risks identified in our audit 
plan How we responded to the risk Findings and conclusions

The revenue cycle includes 
fraudulent transactions

Under ISA (UK&I) 240 there is a 
presumed risk that revenue may 
be misstated due to the 
improper recognition of revenue. 

This presumption can be 
rebutted if the auditor concludes 
that there is no risk of material 
misstatement due to fraud 
relating to revenue recognition.

Having considered the risk factors set out in ISA240 and the nature of the revenue streams at 
Dartford Borough Council, we have determined that the risk of fraud arising from revenue 
recognition can be rebutted, because:

• there is little incentive to manipulate revenue recognition;

• opportunities to manipulate revenue recognition are very limited; and

• the culture and ethical frameworks of local authorities, including Dartford Borough Council, mean 
that all forms of fraud are seen as unacceptable.

Therefore we did not consider this to be a significant risk for Dartford Borough Council.

Our audit work did not identify any issues 
in respect of revenue recognition.

Valuation of property,  plant 
and equipment

The Council revalues its assets 
on a rolling basis over a five year 
period. The Code requires that 
the Council ensures that the 
carrying value at the balance 
sheet date is not materially
different from current value. This 
represents a significant estimate 
by management in the financial
statements.

We undertook the following work in relation to this risk:

 Reviewed management's processes and assumptions for the calculation of the estimate.

 Reviewed the competence, expertise and objectivity of any management experts used.

 Reviewed the instructions issued to valuation experts and the scope of their work

 Discussed with the valuation expert about the basis on which the valuation is carried out and 
challenged the key assumptions.

 Reviewed and challenged the information used by the valuation expert to ensure it is robust and 
consistent with our understanding.

 Testing of revaluations made during the year to ensure they are input correctly into the Council's 
asset register

 Evaluation of the assumptions made by management for those assets not revalued during the 
year and how management has satisfied themselves that these are not materially different to 
current value.

Our work in this area identified two 
properties where the Council had not 
updated the PPE Register for the revised 
revaluations, resulting in a £504k 
understatement of the net book value 
shown in the Accounts. The Council 
decided not to amend the Accounts for 
this error and hence it was reported as 
an unadjusted misstatement in the Audit 
Findings Report and Management’s 
Letter of Representation. 

No other issues were identified from the 
work performed in respect of this risk. 

These are the risks which had the greatest impact on our overall strategy and where we focused more of our work.
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Audit of  the accounts

Risks identified in our audit 
plan How we responded to the risk Findings and conclusions

Valuation of pension fund net 
liability

The Council's pension fund net 
liability, as reflected in its balance 
sheet represents a significant 
estimate in the financial 
statements.

We undertook the following work in relation to this risk:

 Identified the controls put in place by management to ensure that the pension fund net liability is 
not materially misstated and assessed whether those controls were implemented as expected 
and whether they were sufficient to mitigate the risk of material misstatement;

 Reviewed the competence, expertise and objectivity of the actuary who carried out the Council's 
pension fund valuation;

 Gained an understanding of the basis on which the IAS 19 valuation was carried out, undertaking 
procedures to confirm the reasonableness of the actuarial assumptions made; 

 Reviewed the consistency of the pension fund net liability disclosures in notes to the financial 
statements with the actuarial report from your actuary;

 We wrote to the auditor of the Kent Superannuation Fund to gain assurance over the data 
provided to the Actuary by the Fund on behalf of the Council to enable them to come up with a 
reasonable estimate for inclusion within the Council’s Accounts. 

Our audit work did not identify any 
significant issues in relation to the risk 
identified.

However, we identified that the discount 
rate factor used by the actuary, Barnett 
Waddingham, is outside of the auditor’s 
expert assessment and we performed 
additional procedures to confirm the factor 
used and variance is reasonable.

These are the risks which had the greatest impact on our overall strategy and where we focused more of our work.
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Audit of  the accounts
Audit opinion
We gave an unqualified opinion on the Council's accounts on 7 September 2017, 
well in advance of the 30 September 2017 national deadline.

The Council made the accounts available for audit in line with the agreed 
timetable, and provided a good set of supporting working papers. The finance 
team responded promptly and efficiently to our queries during the audit which 
enabled us to sign off three weeks earlier than the prior year, which was a great 
achievement ahead of early close in 2017-18. 

Issues arising from the audit of the accounts
We reported the key issues from our audit of the accounts of the Council to the 
Council’s Audit Board on 7 September 2017. 

During the course of our work we identified several minor presentation and 
disclosure amendments which the Council processed in the final version of the 
Accounts. We identified a couple of control issues during the course of the audit, 
which were: 
- ensuring timely and accurate updating of the Property, Plant and Equipment 

Register, 
- along with setting a de-minimus for both income and expenditure at year end 

to ensure due focus can be provided to the material elements of the accounts.

We raised two recommendations for these areas in the Audit Findings Report 
presented to the Audit Board on 6 September 2017, which also included 
Management’s responses to these recommendations. 

Annual Governance Statement and Narrative Report
We are required to review the Council's Annual Governance Statement and 
Narrative Report. It published them on its website with the draft accounts in line 
with the national deadlines. 

Both documents were prepared in line with the relevant guidance and were 
consistent with the supporting evidence provided by the Council and with our 
knowledge of the Council. 
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Value for Money conclusion

Background
We carried out our review in accordance with the NAO Code of Audit Practice 
(the Code), following the guidance issued by the NAO in November 2016 which 
specified the criterion for auditors to evaluate:

In all significant respects, the audited body takes properly informed decisions and deploys resources 
to achieve planned and sustainable outcomes for taxpayers and local people. 

Key findings
Our first step in carrying out our work was to perform a risk assessment and 
identify the key risks where we concentrated our work.

Based on our risk assessment, we did not identify any significant risks in respect of 
specific areas of proper arrangements using the guidance contained in AGN03. 

Whilst we did not identify any Significant Risks, we still undertook an high level 
review of the Council’s short and long term financial position. From this work we 
identified that the Council is well placed to deal with the upcoming challenges 
facing the sector from a financial point of view. We reported our findings in the 
Audit Findings Report.

Overall VfM conclusion
We are satisfied that in all significant respects the Council put in place proper 
arrangements to secure economy, efficiency and effectiveness in its use of 
resources for the year ending 31 March 2017.
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Appendix A: Reports issued and fees

Fees

2016/17 
Proposed 

fee
£

2016/17 Actual 
fees 

£
2015/16 fees 

£

Statutory audit of Council 46,405 46,405 46,405

Housing Benefit Grant Certification 19,485 TBC 19,038

Total fees (excluding VAT) 65,890 TBC 65,443

We confirm below our final fees charged for the audit and provision of non-audit services.

Fees for other services

Service Fees £

Audit related services:

• Pooling of Housing Capital Receipts Return

TBC 
(expected to 
be £2,000)

Non-audit services: None

Reports issued

Report Date issued

Audit Plan 12 April 2017

Audit Findings Report 6 September 2017

Annual Audit Letter 25 October 2017

Non- audit services
• For the purposes of our audit we have made enquiries of all Grant 

Thornton UK LLP teams providing services to the Council. The table 
above summarises all other services which were identified.

• We have considered whether other services might be perceived as a 
threat to our independence as the Council’s auditor and have ensured 
that appropriate safeguards are put in place, as reported in our Audit 
Findings Report. 

The proposed fees for the year were in line with the scale fee set by Public Sector 
Audit Appointments Ltd (PSAA)

Grant certification

Our fees for grant certification cover only housing benefit subsidy certification, 
which falls under the remit of Public Sector Audit Appointments Limited. Fees in 
respect of other grant work, such as reasonable assurance reports, would be shown 
under 'Fees for other services‘, but there are no items of this type to be considered 
in 2016-17.

Our final fee for this work will only be confirmed once we have completed all of 
the work required by this certification, which will be completed by the end of 
November 2017, which is the national deadline for the completion of this work. 
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We have considered whether other services might be perceived as a threat to our independence as the Council’s auditor and have ensured that appropriate safeguards have 
been applied to mitigate these risks.

The above non-audit services are consistent with the Council’s policy on the allotment of non-audit work to your auditor and have been approved by the Audit Board.

Reports issued and fees continued

Service provided to Dartford Borough 
Council

Fees (£) Threat? Safeguard

Audit related services Pooling of Housing Capital Receipts Return 2,000 
(expected)

No This is a recurring fee and therefore a self-interest threat exists. However, 
the level of this recurring fee taken on its own is not considered to be a 
significant threat to independence as the fee for this work in comparison 
to the total fee for the audit (£46,405) for the Council, and in particular to 
Grant Thornton UK LLP overall turnover. Furthermore, the work relates to 
audit related services for which there is a fixed fee and no contingent 
element to the fee. These factors are deemed to adequately mitigate the 
perceived self-interest threat to an acceptable level.

Non-audit services n/a

TOTAL £2,000
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Sarah Martin 
Strategic Director (Internal Services) and Section 151 Officer 
Dartford Borough Council 
Civic Centre, Home Gardens 
Dartford 
Kent 
DA1 1DR 

 
11 December 2017 

Dear Sarah 

Certification work for Dartford Borough Council for year ended 31 March 2017 

We are required to certify the Housing Benefit subsidy claim submitted by Dartford Borough Council ('the 
Council'). This certification typically takes place six to nine months after the claim period and represents a 
final but important part of the process to confirm the Council's entitlement to funding. 

The Local Audit and Accountability Act 2014 gave the Secretary of State power to transfer Audit 
Commission responsibilities to other bodies. Public Sector Audit Appointments (PSAA) took on the 
transitional responsibilities for HB COUNT issued by the Audit Commission in February 2015. 

We have certified the Housing Benefit subsidy claim for the financial year 2016/17 relating to subsidy 
claimed of £27.6 million. Further details are set out in Appendix A. 

We identified a number of issues from our certification work which we wish to highlight for your attention. 
Firstly, no new errors were identified in 2016-17. Secondly, the issues identified from our work related to only 
two of the five areas where we identified issues in the previous year. Full details of these areas and the issues 
identified can be seen in Appendix A. This does represent an improvement from the previous year however 
both areas where issues were identified will require additional testing in 2017-18 to determine whether the 
issues have been sufficiently resolved. The extrapolated financial impact on the claim of the errors was again 
relatively insignificant to the total subsidy receivable and has been reported to the DWP. 

As a result of the errors identified, the claim was amended and qualified, and we reported our findings to the 
DWP. The DWP may require the Council to undertake further work or provide assurances on the errors we 
have identified. 

The indicative fee for 2016/17 for the Council was based on the final 2014/15 certification fees, reflecting 
the amount of work required by the auditor to certify the Housing Benefit subsidy claim that year. The 
indicative scale fee set by PSAA for the Council for 2016/17 was £19,485, and we can confirm we are not 
proposing any additional fees in respect of the 2016/17 work.  

Yours sincerely 
 

 
 
Grant Thornton UK LLP  

Gr ant Thornton UK LLP 
St John’s House 
Haslett Avenue West 
Crawley 
RH10 1HS 
 

T +44 (0)1293 554 130 
 
www.grant-thornton.co.uk 
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Appendix A - Details of claims and returns certified for 2016/17 

Claim or 
return 

Value Amended? Amendment value Qualified?  
 

Comments 

Housing 
Benefits 
Subsidy 
Claim 

£27,622,575 Yes Classification 
amendments only – 
no impact on overall 
subsidy claimed 

Yes See below for detailed 
comments on the issues 
identified in this year’s Claim 
Form.  

 

Findings from certification of housing benefits subsidy claim 
 
Incorrect Claimant Income – Non-HRA Rent Rebates 
In the previous year we identified an error in relation to the calculation of the claimant’s earned income 
within the Non-HRA Rent Rebates section of the Claim Form. Given the nature of the population the 
Council were required to test 40 cases where the claimant’s earned income is included within the Housing 
Benefit calculation for 2016-17. Testing identified seven cases where the Council has not used the appropriate 
earnings within the benefit calculation. The errors were classified as: 

 one case where the claimant was overpaid (total value £281) 

 three cases where the claimant was underpaid (total value £27) 

 a further three cases where there was no impact on the claimant’s benefit entitlement 
These issues mean that detailed testing will be needed in this area in 2017-18 to determine whether the issues 
has been adequately resolved.  
 
Incorrect Claimant Income – Rent Allowances 
In the previous year we also identified an error in relation to the calculation of the claimant’s earned income 
within the Rent Allowances section of the Claim Form. Given the nature of the population the Council were 
required to test 40 cases where the claimant’s earned income is included within the Housing Benefit 
calculation for 2016-17. Testing identified two cases where the Council has not used the appropriate earnings 
within the benefit calculation. The errors were classified as: 

 one case where the claimant was overpaid (total value £215) 

 one case where the claimant was underpaid (total value £9) 
These issues mean that detailed testing will be needed in this area in 2017-18 to determine whether the issues 
has been adequately resolved.  
 
Recommended actions for officers 
We recommend that the Council as part of its internal quality assurance process, should increase its focus or 
level of testing in respect of the areas where we identified errors from our testing. 
 
Appendix B: Fees for 2016/17 certification work 
 

Claim or return 2014/15 
fee (£)  

2016/17 
indicative 
fee (£) 

2016/17 
actual fee 
(£) 

Variance 
(£) 

Explanation for variances 

Housing benefits 
subsidy claim 
(BEN01) 

£25,980 £19,485 £19,485 £0 N/A – no variance to scale fee identified.   
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This paper provides the Audit Board with a report on progress in delivering our 
responsibilities as your external auditors. 
The paper also includes:

• a summary of emerging national issues and developments that may be relevant to you as a local authority; and

• includes a number of challenge questions in respect of these emerging issues which the Audit Board may wish to 
consider (these are a tool to use, if helpful, rather than formal questions requiring responses for audit purposes)

Members of the Audit Board can find further useful material on our website, where we have a section dedicated to 
our work in the public sector. Here you can download copies of our publications. Click on the Grant Thornton logo to 
be directed to the website www.grant-thornton.co.uk .

If you would like further information on any items in this briefing, or would like to register with Grant Thornton to 
receive regular email updates on issues that are of interest to you, please contact either your Engagement Lead or 
Engagement Manager.

Introduction
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Darren Wells

Engagement Lead

T 01293 554 120
M 07880 456 152
E darren.j.wells@uk.gt.com

Matt Dean

Engagement Manager

T 020 7728 3181
M 07867 150 991
E matthew.dean@uk.gt.com
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Value for Money
The scope of our work is set out in the guidance issued by 
the National Audit Office. The Code requires auditors to 
satisfy themselves that; "the Council has made proper 
arrangements for securing economy, efficiency and 
effectiveness in its use of resources".

The guidance confirmed the overall criterion as: "in all 
significant respects, the audited body had proper 
arrangements to ensure it took properly informed decisions 
and deployed resources to achieve planned and 
sustainable outcomes for taxpayers and local people".

The three sub criteria for assessment to be able to give a 
conclusion overall are:

•Informed decision making

•Sustainable resource deployment

•Working with partners and other third parties

We will make our initial risk assessment to determine our 
approach in January 2018 and report this to you in our 
Progress Report at the April Audit Board. 

We will report our work in the Audit Findings Report and 
give our Value For Money Conclusion by the deadline in 
July 2018.

Progress at January 2018

4

Other areas
Certification of claims and returns

We are required to certify the Council’s annual Housing 
Benefit Subsidy claim in accordance with procedures 
agreed with the Department for Work and Pensions. 
This certification work for the 2018/19 claim will be 
concluded by November 2018.

The results of the certification work are reported to you 
in our certification letter.

Meetings

We met with Finance Officers in January as part of our 
quarterly liaison meetings and continue to be in 
discussions with finance staff regarding emerging 
developments and to ensure the audit process is 
smooth and effective. This meeting was also used to 
introduce key Officers to Darren who is taking over as 
Engagement Lead for 2017/18 whilst Liz Jackson is on 
maternity leave. 

Events

We provide a range of workshops, along with network 
events for members and publications to support the 
Council. Our next event is our Local Government 
update sessions, which provide an update on the 
changes to the Accounts for 2017-18. A session for our 
Kent clients is being run at Ashford BC on the 7th of 
February, with further dates in London during February. 
Please liaise with your Engagement Team if you wish 
to attend any of these events. 

Financial Statements Audit
We have started planning for the 2017/18 financial 
statements audit and will issued a detailed audit plan, 
setting out our proposed approach to the audit of the 
Council's 2017/18 financial statements.

We are due to commence our interim audit in January 
2018. Our interim fieldwork visit will include:

• Updated review of the Council’s control environment

• Updated understanding of financial systems

• Review of Internal Audit reports on core financial 
systems

• Early work on emerging accounting issues

• Early substantive testing

We will report any findings from the interim audit to you 
in our Progress Report at the April Audit Board. 

The statutory deadline for the issue of the 2017/18 
opinion is brought forward by two months to 31 July 
2018. We discuss our plan and timetable with officers.

The final accounts audit is due to begin on the 4 June 
with findings reported to you in the Audit Findings 
Report by the earlier deadline of July 2018.
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Audit Deliverables

5

2017/18 Deliverables Planned Date Status

Fee Letter 

Confirming audit fee for 2017/18.

April 2017 Complete

Accounts Audit Plan

We are required to issue a detailed accounts audit plan to the Audit 
Board setting out our proposed approach in order to give an opinion 
on the Council’s 2017-18 financial statements.

April 2018 Not yet due

Interim Audit Findings

We will report to you the findings from our interim audit and our initial 
value for money risk assessment within our Progress Report.

April 2018 Not yet due

Audit Findings Report

The Audit Findings Report will be reported to the July Audit Board.

July 2018 Not yet due

Auditors Report

This is the opinion on your financial statement, annual governance 
statement and value for money conclusion.

July 2018 Not yet due

Annual Audit Letter

This letter communicates the key issues arising from our work.

August 2018 Not yet due

Annual Certification Letter

This letter reports any matters arising from our certification work 
carried out under the PSAA contract.

December 2018 Not yet due
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Local government finances are at a tipping point. 
Councils are tackling a continuing drive to 
achieve greater efficiency in the delivery of 
public services, whilst facing the challenges to 
address rising demand, ongoing budget 
pressures and social inequality.

Our sector update provides you with an up to date summary of 
emerging national issues and developments to support you. We 
cover areas which may have an impact on your organisation, the 
wider NHS and the public sector as a whole. Links are provided to 
the detailed report/briefing to allow you to delve further and find 
out more. 

Our public sector team at Grant Thornton also undertake research 
on service and technical issues. We will bring you the latest 
research publications in this update. We also include areas of 
potential interest to start conversations within the organisation and 
with Audit Board members, as well as any accounting and 
regulatory updates. 

Sector Update
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More information can be found on our dedicated public sector and local government 
sections on the Grant Thornton website by clicking on the logos below:

• Grant Thornton Publications

• Insights from local government sector 
specialists

• Reports of interest

• Accounting and regulatory updates

Public Sector
Local 

government
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Combined Authorities: Signs of 
Success

In her foreword to ‘Building our Industrial Strategy’ 
the Prime Minister states that the initiative “will 
help to deliver a stronger economy and a fairer 
society – where wealth and opportunity are spread 
across every community in our United Kingdom, 
not just the most prosperous places in London and 
the South East.” 

Combined Authorities (CAs) – the newest model 
for the governance of local public services – are 
central to this.
In response to this, Grant Thornton and Bond Dickinson have jointly 
commissioned a report which provides an insight into the establishment of 
each combined authority in the context of their specific challenges. It is still 
early days for most combined authorities – the political and administrative 
difficulties of adopting this model are not to be under-estimated - but early 
signs are emerging of their potential to innovate and drive success.   

The report benchmarks combined authorities using key indicators of growth, 
housing, transport and skills amongst others. We have also used our 
Vibrant Economy Index, which goes beyond financial returns and takes into 
account the wellbeing of society, to compare city regions. We believe that 
these benchmarks can serve as a baseline for assessment of progress over 

time. 

Key findings from the report:

• CAs must begin to reduce the institutional blurring with historic 
local government structures that has occurred with their 
formation. As greater clarity emerges over their roles, 
functions, and profiles of individual mayors, their perceived 
legitimacy will increase.

• CAs stand and fall on their ability to add value through targeted 
investment, strategic co-ordination, joined-up policy and the 
levering in of additional resources (particularly additional 
private sector funds).

• There is no single checklist or set of criteria for measuring the 
success of mayors and combined authorities, each city region 
must articulate its own challenges and show progress in 
tackling them. 

• A balanced set of benchmarks encompassing both economic 
and social success will, however, serve as a useful stimulus for 
the debate around the impact of the combined authority model 
over time. 

Click on the report cover to download and read more.
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Setting up a successful social 
enterprise

Local government continues to innovate as it 
reacts to ongoing austerity. An important strand of 
this response has been the development of 
alternative delivery models, including local 
authority trading companies, joint ventures and 
social enterprises. 

This report focuses on social enterprises in local government; those 
organisations that trade with a social purpose or carry out activities for 
community benefit rather than private advantage. Social enterprises come 
in a variety of shapes and sizes as they do not have a single legal structure 
or ownership rule and can adopt any corporate form as long as it has a 
social purpose. 

If you are a local authority looking to transition a public service to a social 
enterprise model certain factors will be key to your success including: 
leadership, continuing the culture, branding, staff reward and secure income 
stream.

Download our guide to explore how to handle these factors to ensure 
success, the requirements for setting up a social enterprise; and how social 
enterprise can be ended. 

The guide also showcases a number of compelling case studies from local 
authorities around England, featuring inspiring ideas from those social 
enterprises that have been a success; and lessons learned from those that 
have encountered challenges.

Key findings from the report:

•Austerity continues to be a key driver for change: social enterprises are 
a clear choice where there is an opportunity to enhance the culture of 
community involvement by transferring these services into a standalone 
entity at its centre

•The social enterprise model tends to lend itself more to community 
services such as libraries, heritage management and leisure, but not 
exclusively so

•Social enterprises can open up new routes of funding including the 
ability to be flexible on pricing and access to pro bono or subsidised 
advice

•Some local authorities have converted exiting models into social 
enterprises; for example where a greater focus on social outcomes has 
been identified

Click on the report cover to download and read more

8

Grant Thornton Publication



© 2018 Grant Thornton UK LLP. Confidential and information only. Audit Progress Report and Sector Update | January 2018

The Board: creating and protecting
value

In all sectors, boards are increasingly coming 
under pressure from both the market and 
regulators to improve their effectiveness and 
accountability. This makes business sense given a 
strong governance culture in the boardroom 
produces better results, promotes good behaviour 
within the organisation and drives an 
organisation’s purpose.

Grant Thornton’s new report ‘The Board: creating and protecting value’ is a 
cross-sector review of board effectiveness, based on a survey of executives 
and non-executives from a range of organisations including charities, 
housing associations, universities, local government, private companies and 
publically listed companies. 

It considers the challenges faced by boards, ways in which they can operate 
more effectively; and how to strike the right balance between value 
protection and value creation. 

This report uses the DLMA analysis which categorises skills into four areas: 
Directorship, Leadership, Management and Assurance. 

This powerful tool provides a framework with which to evaluate how well an 
organisation is performing in balance of skills and understanding of roles; 
and responsibilities between the executive and Board. It helps align risk 
(value protection) and opportunity (value creation) with overarching strategy 
and purpose. 

Click on the report cover to download and read more
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Source: The Board: Creating and protecting value, 2017, Grant Thornton
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Code of Practice on Local Authority Accounting 
and IFRS 9 and IFRS 15

CIPFA/LASAAC has issued the Local Authority Accounting 
Code for 2017/18 which specifies the principles and 
practices of accounting required to prepare a Statement of 
Accounts.
The main changes to the Code include:

• amendments to section 2.2 for the Community Infrastructure Levy to clarify the 
treatment of revenue costs and any charges received before the commencement date 

• amendment to section 3.1 to introduce key reporting principles for the Narrative Report 

• updates to section 3.4 covering the presentation of financial statements to clarify the 
reporting requirements for accounting policies and going concern reporting 

• changes to section 3.5 affecting the Housing Revenue Account, to reflect the Housing 
Revenue Account (Accounting Practices) Directions 2016 disclosure requirements for 
English authorities 

• following the amendments in the Update to the 2016/17 Code, changes to sections 4.2 
(Lease and Lease Type Arrangements), 4.3 (Service Concession Arrangements: Local 
Authority as Grantor), 7.4 (Financial Instruments – Disclosure and Presentation 
Requirements)

CIPFA/LASAAC has issued a companion publication 
‘Forthcoming provisions for IFRS 9 Financial Instruments 
and IFRS 15 Revenue from Contracts with Customers in 
the Code of Practice on Local Authority Accounting in the 
United Kingdom 2018’. 
Looking further ahead, this sets out the changes to the 2018/19 Code in respect of 
IFRS 9 Financial Instruments and IFRS 15 Revenue from Contracts with Customers. It 
has been issued in advance of the 2018/19 Code to provide local authorities with time 
to prepare for the changes required under these new standards. 

IFRS 9 replaces IAS 39 Financial Instruments: Recognition and Measurement. IFRS 9 
includes a single classification approach for financial assets, a forward looking 
‘expected loss’ model for impairment (rather than the ‘incurred loss’ model under IAS 
39) and some fundamental changes to requirements around hedge accounting.

IFRS 15  establishes a new comprehensive framework for revenue recognition and 
replaces IAS 18 Revenue and IAS 11 Construction Contracts. IFRS 15 changes the 
basis for deciding whether revenue is recognised at a point in time or over a period of 
time and introduces five steps for revenue recognition. 

It should be noted that the publication does not have the authority of the Code and early 
adoption of the two standards is not permitted by the 2017/18 Code.

An Early Guide for Local Authority Practitioners covering IFRS 9 Financial Instruments 
was published in December 2017.
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CIPFA Publication

• amendments to section 6.5 relating to the Accounting 
and Reporting by Pension Funds, to require a new 
disclosure of investment management transaction costs 
and clarification on the approach to investment 
concentration disclosure.

Alongside the Code, CIPFA has also published Guidance 
Notes for Practitioners and a Disclosure Checklist for 
2017/18 Accounts.

These publications may be obtained from CIPFA and are  
available here.
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CIPFA Publication – Guide to Local Government 
Finance

CIPFA have published ‘The guide to local government 
finance’ 2017 edition. The guide seeks to provide 
information on current arrangements for local government 
finance and sets out the principles of  sound financial 
management. 
The guide covers a range of local government services. It examines the funding systems 
that support those services including council tax, business rates and the local government 
finance settlement. The guide covers both revenue and capital financing and has separate 
chapters on key areas and their specific intricacies including:

• capital finance

• budgeting and financial reporting

• treasury management

• auditing

• governance

• education

• housing

• police

• social care.

CIPFA have also published ‘An introductory guide 
to local government finance’ 2017 edition which is 
aimed at those requiring more of an introduction to 
local government finance for example, those new 
to the sector or non finance specialists.
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.
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Local Authority 2016/17 Revenue 
Expenditure and Financing

DCLG has produced a summary of Local Authorities’ 2016/17 
final outturn for revenue spending and financing. It notes that 
local government expenditure accounts for almost a quarter 
of all government spending and the majority of this is through 
local authority revenue expenditure. 
The summary is compiled from the Revenue Outturn (RO) returns submitted by all local 
authorities in England. Coverage is not limited to local councils in England and includes 
other authority types such as Police and Crime Commissioners and Fire authorities.

The headline messages include:

• Local authority revenue expenditure totalled £93.6 billion for all local authorities in 
England in 2016-17. This was 1% lower than £94.5 billion spent over 2015-16.

• Expenditure on Adult Social Care increased to £14.9 billion in 2016-17. This was £0.5 
billion (3.6%) higher than in 2015-16. The 2016-17 financial year was the first year where 
local authorities were able to raise additional funding for Adult Social Care through the 
council tax precept.

• The largest decrease in local authority expenditure was on Education services. This was 
£0.75 billion (2.2%) lower in 2016-17 than in 2015-16. The majority of this decrease is 
due to local authority funded schools converting to academies.

• Local authorities are financing more of their expenditure from locally retained income. 
40.4% of revenue expenditure was funded through council tax and retained business 
rates and 57.5% from central government grants. The remaining 2.1% was funded by 
reserves and collection fund surpluses. These percentages were 38.7%, 60.4% and 0.9% 
respectively in 2015-16.

• Local authorities used £1.5 billion (6.2%) of the £24.6 billion reserves balance held at the 
start of the 2016-17.

• Local authorities’ use of reserves was £1.1 billion higher in 2016-17 than in 2015-16. Due 
to changes in their capital programme, £0.4 billion of this increase is due to the Greater 
London Authority.

The full report is available here.

Did you know….

This data set and many others are included in CFO Insights.

CFO Insights, is the Grant Thornton and CIPFA online analysis tool. 

It gives those aspiring to improve the financial position of their 
organisation, instant access to insight on the financial performance, 
socio-economic context and service outcomes of theirs and every 
other council in England, Scotland and Wales.

More information is available at:

http://www.cfoinsights.co.uk/

12
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Grant Thornton website links

https://www.grantthornton.co.uk/

http://www.grantthornton.co.uk/industries/publicsector

http://www.grantthornton.co.uk/en/insights/combined-authorities-signs-of-success/

http://www.grantthornton.co.uk/en/insights/a-guide-to-setting-up-a-social-enterprise/

http://www.grantthornton.co.uk/en/insights/the-board-creating-and-protecting-value/

http://www.cfoinsights.co.uk/

CIPFA website links

http://www.cipfa.org/policy-and-guidance/publications/codes-of-practice

http://www.cipfa.org/policy-and-guidance/publications/a/an-introductory-guide-to-local-government-finance-2017-edition-online

http://www.cipfa.org/policy-and-guidance/publications/t/the-guide-to-local-government-finance-2017-edition-online

DCLG website links

https://www.gov.uk/government/statistics/local-authority-revenue-expenditure-and-financing-england-2016-to-2017-final-outturn

13
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COUNTER FRAUD TEAM UPDATE REPORT

1. Summary

1.1 This report provides Members with details of the work carried out by the 
Counter Fraud Team for the period 1st April 2017 to 31st December 2017.

2. RECOMMENDATION

2.1 That Members note the content of the report and the work carried out by the 
Counter Fraud Team to date in the 2017/18 cycle.

3. Background and Discussion

3.1. The Counter Fraud Team has been based within the Revenues and 
Benefits Department since 1st February 2016, following the relocation 
of Housing Benefit fraud work to the Department for Work & Pensions.      

3.2. In line with The Local Government Counter Fraud and Corruption 
Strategy 2016 – 2019 the team has been building and enhancing ‘a 
robust fraud and corruption strategy designed to prevent and detect 
fraud loss, to bring fraudsters to account more quickly and efficiently, 
and improve the recovery of losses’. 

3.3. The Council collects around £150 million in local taxation (£60 million 
Council Tax, £90 million Business Rates) and supports the most 
vulnerable groups in society by administering £20 million in Housing 
Benefit and £5 million in Council Tax Support claims. 

3.4. It is important that these schemes are fair and transparent with 
residents/local businesses being able to receive the discounts, 
allowance and reliefs they are entitled to.

3.5. Conversely it is important that changes in circumstances are reported 
quickly to the Council so that entitlement to assistance can be adjusted 
according to the new circumstances. 

3.6. The Counter Fraud Team has been developing strategies to encourage 
the timely reporting of changes and to take action against those 
residents who fail to abide by the rules of these schemes. 

4. Summary of Issues in the Report

4.1    The Counter Fraud Team update can be found in Appendix A of this 
report which summaries the following aspects:

 A summary of new and continuing projects undertaken by the 
Counter Fraud Team.
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 A breakdown of successes attained by the Counter Fraud & 
Compliance Team.

 An outline of projects arising in the next 6 to 12 months.

5. Relationship to the Corporate Plan

Not applicable.

6. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications None.

Legal Implications None. 

Staffing Implications None. 

Administrative Implications None. 

Risk Assessment No uncertainties and/or constraints.

7. Details of Exempt Information Category

Not applicable

8. Appendices

Appendix A – Counter Fraud Update Report January 2018

BACKGROUND PAPERS

Documents consulted Date File Ref Report 
Author

Section and
Directorate

Exempt
Information 
Category

N/A N/A Glen Moore
01732 227471

Audit, Risk 
& Anti-
Fraud

N/A
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Appendix A

Counter Fraud Team Update Report

January 2018

1. Introduction

This report updates Members on the activities of the Counter Fraud Team 
between 1st April 2017 and 31st December 2017.

2. Background

In April 2016 the Counter Fraud Team devised the Local Taxation/Council Tax 
Support Fraud & Compliance Strategy.

The underlying principles of this strategy are:

 Every £1 that a local authority loses to fraud, error or for what ever 
reason is a £1 that cannot be spent on the local community.

 Efforts should be concentrated on areas deemed highest risk of fraud 
and error.

 Technology should be employed to prevent and highlight instances of 
fraud and error

 Where appropriate, compliance will be enforced through the imposition 
of penalties or legal action against more serious cases.

This strategy is being constantly reviewed and updated to improve its 
effectiveness and efficiency. 

3. New & Existing Projects

In the past 9 months the Counter Fraud Team has been forging even closer 
links to Revenues and Benefits staff to promote an anti-fraud culture and 
encourage the general public to report changes.

Funding support for anti-fraud work continues from the Council Tax major 
preceptors which has allowed the authority to continue using the latest credit 
reference data analysis tools to identify both fraud and error within the 
Council’s systems which allows officers to intervene to correct these quickly 
and efficiently.

The Risk-Based Verification (RBV) projects continues allowing investigation 
staff to work even closer with benefit assessment officers to vet and review 
new claims for both Housing Benefit and Council Tax Support to prevent fraud 
and error entering the benefit system.

A robust scheme of civil penalties has been introduced and is fully operational 
across Council Tax Single Person discounts, Council Tax Support and 
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Housing Benefit claims which penalises those people who fail to report 
relevant changes in circumstances knowing that their entitlements to 
discounts, reliefs and allowances would have reduced or stopped entirely.

The Counter Fraud Team have supported debt recovery staff within both 
Council Tax and Benefits by utilising credit reference data to locate debtors 
who have absconded leaving unpaid debts behind. To date £290,000 of 
Council Tax debt and £55,000 of Housing Benefit debt has been traced and is 
being recovered.

Work continues on building a robust data hub and data-matching facility with 
Kent County Council and all Kent district and borough Councils which allows 
local authorities to legally match databases to identify fraud and error within 
Kent systems.

The Counter Fraud Team continues to support Dartford Borough Council 
Housing Team reviewing and investigating allegations of tenancy fraud. The 
team also supports fraud officers from the Department for Work & Pensions 
by providing information, documentation and knowledge in relation to Housing 
Benefit fraud investigations. 

4. Measuring Successes

The primary role of the Counter Fraud Team is to protect public funds and 
public assets. A monetary value can be apportioned to some areas of this 
work, but in others it is difficult to estimate figures. The table below outlines 
the team’s tangible successes and incorporates projections of savings for 
future periods (if corrective action was not taken):

Projected Additional AdjustmentsNo. of 

accounts 

amended

Adjusted

a/cs

 1 
Month

2 
months

3 
months

6 
months

12 
months

24 
months

Council Tax
Single
Person

Discounts

112 £54,120 £3,401 £6,802 £10,203 £20,406 £40,812 £81,624

Council Tax
Support

21 £10,617 £1,185 £2,370 £3,550 £7,110 £14,220 £28,440

Council Tax
Exemptions

11 £10,527 £677 £1,354 £2,031 £3,385 £6,770 £13,540

Other 
Discounts/
Disregards

9 £3,517 £239 £478 £717 £1,434 £2,868 £5,497
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Amendment
To Council 
Tax liability

1 £346 £28 £56 £84 £168 £336 £672

Totals 154 £79,127 £5,530 £11,060 £16,585 £32,503 £65,006 £129,773

The aim of the team is to identify issues quickly and correct them so that 
future revenue to protected.   

5. Future plans and developments

Proposals are being reviewed for the Counter Fraud Team to forge closer 
working links with investigation staff from the Department for Work & 
Pensions during 2018/19.
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PROGRESS REPORT ON INTERNAL AUDIT ANNUAL PLAN 2017/18

1. Summary

1.1. This report provides Members of the Board with information regarding the 
progress of the Internal Audit Team in delivering the Annual Internal Audit 
Plan 2017/18.

2. RECOMMENDATION

2.1 That Members note the contents of the report and review progress against 
the 2017/18 Annual Audit Plan.

3. Background and Discussion

3.1 This report provides details of the progress of the Internal Audit Team 
in delivering the Annual Internal Audit Plan 2017/18. The terms of 
reference of the Audit Board requires the Board to consider the 
achievements of the Internal Audit Team in delivering the assurance 
requirements for 2017/18.

3.2 The Internal Audit Function is a key process of the Council’s overall 
governance arrangements. Its key purpose is to conduct independent 
reviews of the Council’s system of internal controls, risk management 
processes and governance arrangements, in order to provide an 
assurance to both Senior Management and Members, regarding the 
effectiveness of such systems. The Internal Audit Manager is required 
to report periodically to the Audit Board, on the progress made in 
delivering the Annual Internal Audit Plan. 

3.3 A summary of progress made in delivering the assurance requirements 
for 2017/18 is attached as Appendix A to this report, which sets out 
details of the reviews agreed by the Audit Board in April 2017. 
Members may note that twenty one reviews have commenced, with 
sixteen already at final report stage (which includes an additional piece 
of consultancy work outside the original plan), and the remaining five 
are at various stages of work in progress. This is equivalent to 84% of 
the planned reviews in progress. 

4. Internal Audit Resources 

4.1      Appendix B shows the use of Internal Audit resources for the period up   
to 30 November 2017; which takes account of additional training.

4.2 There has been no change in the resourcing of the Internal Audit Team 
since the last Board meeting. The Audit, Risk and Anti-Fraud Manager 
post remains vacant and as a result, the Principal Auditor has stepped 
up into the role of Acting Audit Manager as well as fulfilling her duties 
as Principal Auditor. There remains an auditor vacancy within the team 



AUDIT BOARD
24 JANUARY 2018

due to a resignation last year, however this, is being filled by a member 
of staff on a temporary contract. 

4.3 Members may also be pleased to note that the TeamMate electronic   
audit management software is progressing well and all audits for the 
year 2017/18 are being recorded and completed using this software.

5. Relationship to the Corporate Plan

5.1 Not applicable

6. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications None

Legal Implications None 

Staffing Implications The Principal Auditor has stepped up into the role 
of Acting, Audit, Risk and Anti-Fraud Manager as 
well has fulfilling her duties as Principal Auditor.
A vacant auditor post has put pressure on the 
team. The use of agency staff in the short term 
will partly alleviate this pressure.

Administrative Implications None

Risk Assessment The Council is required to comply with the 
requirements of the Accounts and Audit 
Regulations 2015, regarding its arrangements for 
Internal Audit, in order to ensure fitness for 
purpose and taking into account the Public 
Sector Internal Audit Standards and professional 
guidance. The staff issues identified above have 
meant that some of the audits within the Audit 
Plan have had to be slipped but nevertheless, the 
use of agency staff in the short term will ensure 
that the team is able to deliver on the Council’s 
assurance requirements and mandatory 
guidance.

7. Details of Exempt Information Category

7.1 Not applicable

8. Appendices

Appendix A - Progress against 2017/18 Audit Plan
Appendix B - Use of Internal Audit Resources
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BACKGROUND PAPERS

Documents consulted Date /
File Ref

Report Author Section 
and

Directorate

Exempt
Information 
Category

Annual Audit Plan 2017/18

New Public Sector Internal 
Audit Standards 2016.

Account and Audit 
Regulations 2015.

12.4.17 Acting Audit 
Manager
01322 343004

Internal 
Audit/
Strategic 
(Internal 
Services)

N/A





Appendix A
PROGRESS AGAINST 2017/18 INTERNAL AUDIT PLAN                                              As at 20/12/17   

System audited Final 
report 
issued

Draft 
report 
issued

Feedback 
process in 
progress

Fieldwork 
in progress

Brief 
issued

Cancelled     
or Defer to 

2018/19
1 Non-Domestic Rates (Business 

Rates)
x

2 Licensing x

3 Electoral Services x
4 Data Protection & Freedom of 

Information
x

5 Parking Income x
6 External legal Fees
7 Agency Staff x
8 Insurances x
9 Background Checks for New Starters x
10 Key Financial Systems x
11 Housing Benefits & Council Tax 

Reduction
x

12 Discretionary Housing Payments x
13 Payroll x
14 IT Security
15 Event Income x
16 Dartford Museum
17 CCTV Operations x
18 Environmental Health x
19 Strategic Transport Infrastructure 

Programme
x

20 Homelessness Prevention Grants x
21 Housing Rent Account x
22 Housing Options
23 Vulnerable Adult Safeguarding x
24 Retention of Knowledge (Part 1) x
25 Customer Services x
26 Physical Data Security (additional 

review)
x

Total 16 3 0 0 2 1
COMPARATIVE POSITION JANUARY 
2017

9 0 2 2 2 5 (5 Res)



APPENDIX B

USE OF INTERNAL AUDIT RESOURCES TO 30 NOVEMBER 2017

Actual Expected

AUDIT DAYS AVAILABLE 319 340
Audits, Fraud, irregularity and special 
projects

189.5 185

Selective invoice checks 3 5
General administration/Board 
reporting/service development/risk 
management/joint working/systems 
advice/Audit management

126.5 150

Total 319 340
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REVIEW OF INTERNAL AUDIT RECOMMENDATIONS – 
PROGRESS REPORT 

1. Summary

1.1 This report is to update Members on progress of the implementation of 
recommendations agreed with Management during the year 2017, and to 
report on the outstanding recommendations due for implementation by 30 
November 2017.

1.2 Where recommendations have not been implemented, it enables Members to 
seek explanations or agree revised dates.  If Management propose not to 
action recommendations and accept the risk, Members can review this 
decision to determine if it meets the objectives of the Board and whether it 
represents an acceptable level of risk for the Council.

2. RECOMMENDATIONS

2.1 That Members review the information in Appendix A to the report and note 
the reasons for delayed implementation of the actions and endorse the 
revised dates for implementation provided by Management.

3. Background and Discussion

3.1. The Audit Recommendation Progress report is presented to each 
meeting of the Board to inform Members of the progress made by 
Management to implement the recommendations agreed with Internal 
Audit.  The report also informs the Board where implementation dates 
have been revised, or where agreed recommendations have not been 
implemented.                           

3.2. Appendix A provides details of agreed recommendations where 
Management have advised Internal Audit that implementation has 
initially been delayed from the originally planned date (for ease of 
reference, the numbering under the recommendation column, refers to 
the numbers on the original audit report). Enquiries with Management 
indicates that satisfactory progress is being made, or proposed, to 
implement the agreed recommendations. Management also advised 
that there are no material impacts to the Council, as a result of the 
change in implementation date. However, Internal Audit will continue to 
monitor progress where appropriate and report back to the Board as 
necessary.

4. Relationship to the Corporate Plan

4.1 Not applicable.

5. Financial, legal, staffing and other administrative implications and risk 
assessments
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Financial Implications None

Legal Implications None

Staffing Implications Implications may arise from implementation of 
some audit recommendations, but only in 
agreement with Management responsible for the 
areas audited.

Administrative Implications None

Risk Assessment The purpose of audit recommendations is to 
address and manage identified risks. 
Consequently risk profiles may increase in areas 
where the implementation of recommendations is 
delayed, if there are no compensating mitigating 
controls in place.

6. Details of Exempt Information Category

Not applicable

7. Appendices

Appendix A - ‘Overdue’ recommendations where implementation 
delayed.

BACKGROUND PAPERS

Documents consulted Date /
File Ref

Report Author Section and
Directorate

Exempt
Information 
Category

None N/A Acting Audit Manager
01322 343004

Internal 
Audit/ 
Strategic 
(Internal 
Services)

None
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‘OVERDUE’ RECOMMENDATIONS WHERE IMPLEMENTATION HAS BEEN DELAYED

Audit: IT Security 2013/14

Recommendation Priority/ 
ranking

Original response Latest Position Revised Implementation Date

1. The ICT Manager reviews 
the ICT Security policy to 
ensure that it is:

 Up to date
 Conforms to industry 

standards
 Consistent and free 

from ambiguity
 Reviewed on a regular 

basis
 Underpinned by 

effective procedures
 Monitored for 

compliance

High Agreed Action:  The 
next review of the 
Information Security 
Policy will take into 
account the points made 
in this recommendation.  
As part of that process, 
the value and 
practicality of 
developing the various 
procedures and 
processes discussed in 
the course of the audit 
will be considered and if 
judged worthwhile 
progressed further. 

Responsible Officer:  
ICT Manager

Recommendation 
Implementation Date:  
December 2014

The draft Information Security 
Policy is being revised for 
compliance with the General 
Data Protection Regulations 
(GDPR).

Target date March 2018.

ICT Manager – 14/11/17

Internal Audit Comment: 
In view of the latest update from 
the ICT Manager, Internal Audit 
will continue to liaise with the 
ICT Manager and advise the 
Board further at the next Board 
meeting in June 2018.
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Audit: Valuation & Property Services 2015/16

Recommendation Priority/ 
ranking

Original response Latest position + (source) Revised Implementation Date

1. Management should 
investigate why the 
valuation section of the 
Estates module of Uniform 
appears not to have been 
appropriately updated and 
rectify the situation. This 
needs to be done to provide 
a full and up to date record 
of property valuation for 
management and financial 
reasons.  

Medium Agreed Action:  The 
Property Information 
Manager will liaise with 
Financial Services to 
obtain a copy of their 
property valuation 
records, which they hold 
for accounting 
purposes, to enable the 
valuation section of the 
Estates module in 
Uniform to be updated.

Responsible Officer:  
Property Information 
Manager

Recommendation 
Implementation Date: 
31/12/15

Work is still progressing and a 
suggested, revised 
implementation date would be the 
end of February 2018.

Head of Legal Services – 
23/11/17

Internal Audit Comment:
In view of the latest comment 
from management, Internal Audit 
will continue to liaise with the 
Head of Legal Services regarding 
progress of this matter and will 
advise the Audit Board further, at 
the April 2018 meeting of the 
Board.
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Audit: Data Protection & Freedom of Information 2015/16
Recommendation Priority/ 

ranking
Original response Latest position + (source) Revised Implementation 

Date
1. Every 6 months a report 
should be issued to Service 
Directors and/or Heads of 
Service which shows which 
officers have completed the 
training module for DPA and 
FOI awareness.

The report will allow 
management to identify 
DBC employees who have 
not yet completed the on 
line training. Measures can 
then be taken to ensure 
employees comply with the 
Council’s mandatory training 
requirements.

Medium Agreed Action:  Agreed

Responsible Officer:  
HR Business Advisor. 
Strategic Director 
(Internal Services)

Recommendation 
Implementation Date: 
December 2015

The HR Business Advisor 
informed Internal Audit that 
due to other priorities this year, 
a review of the current e-
learning system had not been 
completed and that Ivysoft 
would be reviewed for the 
contract renewal in October 
2018.   In the meantime, all 
staff were advised in their 
annual performance appraisal 
that the online training must be 
completed annually.

HR Business Advisor – 
10/11/17

Internal Audit Comment:
In view of the latest comment 
from management, Internal 
Audit will continue to liaise with 
the HR Business Advisor 
regarding progress of this 
matter and will advise the Audit 
Board further, at the January 
2019 meeting of the Board.

3. The current on line 
training modules for DPA 
and FOI need to be 
reviewed to see if they are 
still fit for purpose and meet 
the Council’s needs.

Medium Agreed Action Agreed 
Responsible Officer:  
ICT Manager/ HR 
Business 
Advisor/Strategic Director 
(Internal Services) 
Recommendation 
Implementation Date: 
December 2015

As above. As above.
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Audit: Safeguarding 2015/16
Recommendation Priority/ 

ranking
Original response Latest position + (source) Revised Implementation Date

1.That a full review of all 
posts in the Council that 
require a DBS (Disclosure 
and Barring Service) check is 
undertaken and to ensure that 
all members of staff in these 
posts have an up-to-date DBS 
check.

Medium Agreed Action:  Yes

Responsible Officer:  
HR Business Advisor

Recommendation 
Implementation Date: 
September 2016

80% of these are now 
complete.  The remaining 20% 
are still in progress 
and HR are continuing to 
chase managers and staff to 
complete the online 
application/submit the required 
documentation.
 
Expected completion date:  
31st January 2018

HR Business Advisor – 
10/11/17

Internal Audit Comment:
In view of the latest comment, 
Internal Audit will continue to 
liaise with the HR Business 
Advisor regarding progress of 
this matter and will advise the 
Audit Board further, at the April 
2018 meeting of the Board.

Audit: Payroll 2015/16
Recommendation Priority/ 

ranking
Original response Latest position + (source) Revised Implementation Date
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3. Compilation of payroll 
procedures together with 
checklists should be 
undertaken. Showing clear 
guidance and include step by 
step instruction in all aspects 
of running the payroll process.

Medium Agreed Action:  Agreed

Responsible Officer:  
Insurance and Payroll 
Assistant

Recommendation 
Implementation Date: 
31/7/16

The works instructions have 
been reviewed and split into 
three parts.  The first two are 
complete and third is being 
written. The remaining work 
instruction is approximately 
80% complete, with an 
estimated completion date of 
December 2017.

Insurance and Payroll 
Assistant – 27/10/17

Internal Audit Comment:
In view of the latest comment, 
Internal Audit will continue to 
liaise with the Insurance and 
Payroll Assistant regarding 
progress of this matter and will 
advise the Audit Board further, 
at the April 2018 meeting of the 
Board.

Audit: Use of Consultants & Agency Staff 2016/17

Recommendation Priority/ 
ranking

Original response Latest position + (source) Revised Implementation Date
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1.1 The Recruitment and 
Selection Toolkit Part 5 
should be reviewed and 
updated annually to ensure 
current and accurate 
information. This should be 
communicated to relevant 
officers via the intranet and 
senior management.

Medium Agreed Action: Yes, 
there is currently work 
being undertaken by 
the HR Business 
Advisor on new 
policy/guidance in this 
area. This will replace 
the Toolkit Part 5.

Responsible Officer: 
HR Business Advisor

Recommendation 
Implementation Date: 
31st March 2017

The Engagement of Agency 
Worker’s Policy and Procedure 
has been revised to include a 
section on the engagement of 
Consultants, and in particular 
new IR35 rules.  This has been 
sent to Management Team for 
review and a further meeting 
was held to discuss proposed 
amendments.  Further 
amendments have been 
proposed and the HR Business 
Advisor and Financial Services 
Manager are reviewing how 
these can be implemented in 
practice.  Revised completion 
date 31st January 2018.

HR Business Advisor – 
10/11/17

Internal Audit Comment:
In view of the latest comment, 
Internal Audit will continue to liaise 
with the HR Business Advisor 
regarding progress of this matter 
and will advise the Audit Board 
further, at the April 2018 meeting of 
the Board.

Audit: Markets’ Income 2016/17

Recommendation Priority/ 
ranking

Original response Latest position + (source)
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1. Management should 
monitor and encourage 
progress towards a higher 
percentage of traders 
paying by standing order 
and potentially by direct 
debit. 

Medium Agreed Action: Agreed.

Responsible Officer: Town Centre 
and Business Support Manager

Recommendation Implementation 
Date: June 2017

The Town Centre & Business Support Officer has been 
absent from work since July 2017, and the Market 
Supervisor reduced their hours to just one day a week 
around the same time. We have recruited a replacement 
Supervisor who is currently in training, but the staffing 
gap has prevented us from implementing our new 
payment policy. However, MACCS Training for new staff 
was completed on 2 November 2017, and this should 
help us to move closer to implementation.

Town Centre and Business Support Manager -20/11/17

Internal Audit Comment:
In view of the latest comment, Internal Audit will continue 
to liaise with the Town Centre and Business Support 
Manager regarding progress of this matter and will advise 
the Audit Board further, at the April 2018 meeting of the 
Board.
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AUDIT REPORTS ISSUED SINCE LAST MEETING OF THE 
BOARD

1. Summary

1.1 This report is to inform Audit Board Members of the outcomes of the audits 
completed since the previous report to the Board on 6 September 2017 and to 
provide Members with the opportunity to request clarification or further 
information, if considered necessary.  

2. RECOMMENDATIONS

2.1 That Members review the summary details of audits completed.

2.2 That Members consider whether they require clarification or further information 
at the next meeting of the Board.

3. Background and Discussion

3.1. In addition to the approval of the Annual Internal Audit Plan and 
consideration of progress of the Audit Plan, the terms of reference of 
the Audit Board also requires the Board to consider the outcome of 
Internal Audit Report findings.

3.2. To this effect, the Board receives reports on the outcomes of 
completed  audit reviews at each meeting and is able to seek further 
details and/or explanations from managers, where required.

3.3. Appendix A of this report sets out details of the eleven audit reports, 
which have been finalised since the last meeting of the Board and the 
opinion for each review. 

3.4. Brief summaries are customarily provided in this report for each final 
audit report with an audit opinion of Limited Assurance or below. On this 
occasion there are no final audit reports with an opinion of Limited 
Assurance. Four final audit reports issued have an opinion of Full 
Assurance and the other seven have an opinion of Substantial 
Assurance.

3.5. In addition to the above, twenty recommendations were agreed with 
management regarding the eleven reports, of which, ten were medium 
risks and ten were low risk.

3.6. The definition of the standard Internal Audit opinions are detailed in 
Appendix C, where a single opinion will be given, which will either be: 
Full Assurance; Substantial Assurance; Limited Assurance or No 
Assurance. 

4. Relationship to the Corporate Plan
4.1 Not applicable.
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5. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications None

Legal Implications None

Staffing Implications None

Administrative Implications None

Risk Assessment The Board is required to receive and consider 
reports from the Audit Manager on progress of 
the Internal Audit Plan. This report addresses the 
risk of non-compliance with the Board’s terms of 
reference; and demonstrates that the Council’s 
Internal Audit Function is fulfilling its role as a 
provider of independent assurance to the Board 
and the Council, regarding the Council’s 
arrangements to manage identifiable risks in 
delivering Council objectives.

6. Details of Exempt Information Category

Not applicable

7. Appendices

Appendix A - Final audit reports issued since the last meeting of the       
Board.

 DBC8/SDC9-17/18 Insurances 2017/18
 DBC4-17/18 Data Protection & FoI 2017/18
 DBC20-17/18 Homelessness Prevention Grants 2017/18
 DBC15-17/18 Events Income 2017/18
 DBC24-17/18 Retention of Knowledge 2017/18
 DBC10-17/18 Key Financial Systems 2017/18
 SDC6/DBC11-17/18 Housing Benefits & Council Tax Support 

           2017/18
 DBC19-17/18 Strategic Transport Infrastructure 

Programme 2017/18
 SDC3/DBC1-17/18 Non-Domestic Rates 2017/18
 DBC17-17/18 CCTV 2017/18
 DBC7-17/18 Agency Staff 2017/18

Appendix B – Definition of Audit Opinions



AUDIT BOARD
24 JANUARY 2018

BACKGROUND PAPERS

Documents 
consulted

Date /
File Ref

Report Author Section and
Directorate

Exempt
Information 
Category

Internal Audit 
Plan 2017/18

Lisa Nyon
(01322) 343004

Internal Audit/ Strategic 
(Internal Services)

N/A





APPENDIX A

FINAL AUDIT REPORTS ISSUED SINCE THE LAST MEETING OF THE BOARD

Recommendation Risks

Audit title Final 
Report 
Issued

Opinion
Framework/Compliance

Comments where the opinion is 
Limited Assurance or below

High Medium Low

1 Insurances 
2017/18 25/9/17 Audit Opinion: Substantial 

Assurance 0 0 3

2 Data Protection & 
Freedom of 
Information 
2017/18

6/10/17 Audit Opinion: Full 
Assurance 0 0 0

3 Homelessness 
Prevention 
Grants 2017/18

6/10/17 Audit Opinion: Substantial 
Assurance 0 3 0

4 Events Income 
2017/18 10/10/17 Audit Opinion: Substantial 

Assurance 0 1 1

5 Retention of 
Knowledge 
2017/18

2/11/17 Audit Opinion: Full 
Assurance 0 0 0

6 Key Financial 
Systems 2017/18 20/11/17 Audit Opinion: Substantial 

Assurance 0 1 0

7 Housing Benefits 
& Council Tax 

4/12/17 Audit Opinion: Full 0 0 1
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Support 2017/18 Assurance

8 Strategic 
Transport 
Infrastructure 
Programme 
2017/18

4/12/17 Audit Opinion: Substantial 
Assurance 0 1 1

9 Non-Domestic 
Rates 2017/18 5/12/17 Audit Opinion: Full 

Assurance 0 0 1

10 CCTV 2017/18 6/12/17 Audit Opinion: Substantial 
Assurance 0 3 3

11 Agency Staff 
2017/18 12/12/17 Audit Opinion: Substantial 

Assurance 0 1 0
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DEFINITIONS OF AUDIT OPINIONS 

OPINION DEFINITIONS
Full Assurance
(Implies no High or 
Medium Risk 
Recommendations)

A sound framework of control is in place that meets the 
Council’s or service objectives. All expected controls 
tested are in place and are operating effectively.

No specific follow-up review will be undertaken; follow-
up will be undertaken as part of the next planned review 
of the system.

Substantial Assurance 
(Implies no High Risk 
Recommendations) 

There is generally a sound framework of control in place 
designed to meet the Council’s or service objectives. 
However, there are isolated weaknesses in design of 
controls, or inconsistent application of controls, which 
puts the achievement of a limited number of objectives 
at risk.

Follow up of medium priority recommendations only will 
be undertaken within 3 to 6 months; follow up of low 
priority recommendation will be undertaken as part of 
the next planned review of the system.

Limited Assurance Weaknesses identified within the framework and there 
exist evidence of non-compliance with Council 
procedures or good practice, which puts the 
achievement of the Council’s or service objectives in 
many of the areas reviewed at risk.

Follow-up of high and medium priority recommendations 
only will take place within 3 to 6 months; follow-up of low 
priority recommendations will be undertaken as part of 
the next planned review of the system.

No Assurance Absent or non-existent evidence of framework; 
fundamental weaknesses identified within design; 
operation of key controls has resulted in failure, or could 
result in failure to achieve the Council’s or service 
objectives in the areas reviewed.

Follow-up of high and medium priority recommendations 
only will take place within 3 to 6 months; follow-up of low 
priority recommendations will be undertaken as part of 
the next planned review of the system.
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SELECTIVE INVOICE CHECKS

1. Summary

1.1 During the September 2017 meeting of the Board Members selected five 
creditor payments for checking. This report summarises the findings of this 
exercise and provides the opportunity for Members to select further payments 
for audit checking. 

2. RECOMMENDATIONS

2.1 That Members note the content of this report and request any further 
explanations required.

2.2 That Members select further payments for checking by Internal Audit.

3. Background and Discussion

3.1. It is a regular feature of the Audit Board’s work for Members to select a 
sample of payments made by the Council for review by Internal Audit, 
and to receive a report on the findings of these checks at the next 
meeting of the Board.  This is intended to provide Members with 
reasonable assurance that goods and services commissioned or 
procured, for which payments have been made, are in compliance with 
Council procedures. In particular, that they have been properly 
authorised, requisitioned, ordered and received, prior to making the 
appropriate payments.

3.2. During the meeting of the Board on 6 September 2017, Members 
selected the following five payments for checking:

 AMATO001 £720.00 (Gross)
 Amethyst Horticultural £1657.20 (Gross)
 Anti-Graffiti Systems Ltd £874.61 (Gross)
 Arun Lettings £2828.74 (Gross)
 Association of Electoral Administrators £620.97 (Gross)

4. Summary of Findings

4.1 The results of the Internal Audit review, confirmed that all the spend 
decisions made were appropriate and in compliance with Council 
procedures. Detailed summaries of the outcome of each payment are 
set out below.

5. Detailed Findings

5.1 AMATO001 (£720.00) – This payment was funded from the 
Homelessness Prevention Grant and was paid to the private landlord of 
a Dartford resident, to prevent them from becoming homeless.  It was 
agreed that this level of assistance would be paid directly to the 
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landlord for twelve months, until June 2018. The Internal Audit review 
confirmed that the payment was justified and in compliance with 
Council procedures.

5.2 Amethyst Horticultural (£1657.20) – This payment was for the supply of 
summer bedding plants for Central Park during 2017.  A two year 
contract is in place to supply plants for the parks in the borough, which 
started in December 2016 and is due run until November 2018.  The 
contract value is £39,611.50 and was procured through the Pro-
Contract Portal.  The Internal Audit review established that appropriate 
checks were made against the delivery and subsequent invoice, prior 
to payment, and confirmed that the payment was justified, made 
promptly and in compliance with Council procedures.

5.3 Ant-Graffiti Systems Ltd (£874.61) – This payment was for the removal 
of graffiti from various sites around the borough, during April 2017.  A 
three year contract is in place, which is valued at £69,150.00 and is 
due to run till 31 March 2020. The contract was procured through the 
Pro-Contract Portal and the contract price per m² is £5.32 +VAT. This 
particular payment was for 137 m², for work carried out at four different 
locations in the borough. Anti-Graffiti Systems take before and after 
photos of the areas with graffiti, which are then given to the Council’s 
Waste and Parks team to confirm that necessary works have been 
carried out. The Internal Audit review confirmed that the payment was 
justified made promptly and was in accordance with payment 
procedures.

5.4 Arun Lettings (£2828.74) – This payment was funded by the 
Homelessness Prevention Grant to the private landlord of a Dartford 
resident. The resident, who had three dependants, was threatened with 
homelessness after losing their job due to ill health, and was unable to 
make the monthly rental payments on the property.   The Internal Audit 
review confirmed that the payment was justified and in compliance with 
Council procedures.

5.5 Association of Electoral Administrators (£620.97) – This payment was 
for a one day training course on the subject of Boundary Reviews and 
was attended by the Electoral Registration Manager in August 2017, 
who is part of a Boundary Review Group.  A purchase order had not 
been raised using the Council’s Cedar procurement system in this 
instance, as placement on this course needed to be secured by on-line 
booking. Prior approval had been sought and granted by the Strategic 
Director (Internal Services) on 3 July 2017. The Internal Audit review 
confirmed that the payment was justified, made promptly and was in 
accordance with payment procedures.

6. Relationship to the Corporate Plan

Not applicable
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7. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications None

Legal Implications None

Staffing Implications None

Administrative Implications None

Risk Assessment Obtaining goods and services on behalf of the 
Council carries potential inherent risks of fraud, 
or misappropriation. The Selective Invoice 
Checks process is one of many steps employed 
by the Council to manage fraud risks and to 
ensure value for money.

8. Details of Exempt Information Category

Not applicable

9. Appendices

None
BACKGROUND PAPERS

Documents consulted Date /
File Ref

Report Author Section and
Directorate

Exempt
Information 
Category

N/A Acting Audit Manager
01322 343004

Internal Audit / 
Strategic (Internal 
Services)

N/A
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CYBER SECURITY AND INFORMATION RISK GUIDANCE FOR 
AUDIT COMMITTEES

1. Summary

This report considers the Cyber Security and information risk guidance for Audit 
Committees published by the National Audit Office in September 2017 which 
identifies key questions that should be asked and the answers to those questions as 
supplied by the ICT Manager together with an appropriate action plan.

2. RECOMMENDATIONS

2.1 That National Audit Office guidance on cyber security and information risk for 
audit committees, at Appendix A to the report, be noted.

2.2 That the Officer responses at Appendices B and C to the issues raised in the 
guidance, be noted.

2.3 That the action plan at Appendix D to the report, identifying the areas where 
improvement is planned, be noted. 

3. Background and Discussion

3.1. In September 2017 the National Audit Office published a report - 
“Cyber Security and Information Risk Guidance for Audit Committees”. 
The report is included at Appendix A.

3.2. The report’s introduction states: 

“Our interactions with audit committees across the public sector 
suggest that, alongside rising awareness of the risks associated with 
cyber security, there is still considerable uncertainty about how 
committees can best exercise their responsibilities in this area. We 
have therefore produced this guidance to help them consider the 
issues involved and structure their discussions with management 
representatives.”

3.3. The guidance clarifies that cyber security is an area of management 
activity that audit committees should scrutinise, and provides a high-
level checklist for committees to consider when assessing cyber 
security and information risk, including:

 Has the organisation implemented a formal regime or structured 
approach to cyber security which guides its activities and 
expenditure?

 How has management decided what risk it will tolerate and how 
does it manage that risk?
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 Has the organisation identified and deployed the capability it 
needs in this area?

3.4. A joint response to these questions from the ICT Manager and the 
Strategic Director (Internal Services) is included as Appendix B to the 
report.

3.5. Additionally the report suggests 10 steps for cyber security to help 
organisations manage cyber risks.  A response from the ICT Manager 
is included as Appendix C to this report.

3.6. The ICT manager has also developed an action plan identifying any 
areas where improvement is planned. This is included as Appendix D 
to this report.

4. Relationship to the Corporate Plan

5. PS1 - Deliver high quality services, offering value for money and 
demonstrating a culture of continuous improvement. 

6. Financial, legal, staffing and other implications and risk assessments*

Financial Implications None

Legal Implications Failure to adequately safeguard personal data 
held by the Council could be in breach of the 
Data Protection Act. 

Staffing Implications None

Administrative Implications None 

Risk Assessment Risks related to cyber security are raised in this 
report and the associated appendices.

6. Details of Exempt Information Category

Not applicable

7. Appendices

Appendix A - Cyber Security and Information Risk Guidance For Audit 
Committees, Sept 2017.
Appendix B – Response to high-level Cyber Security questions. 
Appendix C – 10 Steps to manage cyber risks 
Appendix D – Cyber Risk Action plan

BACKGROUND PAPERS

Documents consulted Date /
File Ref

Report Author Section and
Directorate

Exempt
Information 
Category
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Cyber security and
information risk guidance
for Audit Committees – Sept 2017

Tim Sams
(01322) 343148

Internal 
Services/ 
Financial 
Services

N/A
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Our vision is to help the nation spend wisely.

Our public audit perspective helps Parliament hold 
government to account and improve public services.

The National Audit Office scrutinises public spending for Parliament and is independent 
of government. The Comptroller and Auditor General (C&AG), Sir Amyas Morse KCB, 
is an Officer of the House of Commons and leads the NAO. The C&AG certifies the 
accounts of all government departments and many other public sector bodies. He has 
statutory authority to examine and report to Parliament on whether departments and 
the bodies they fund have used their resources efficiently, effectively, and with economy. 
Our studies evaluate the value for money of public spending, nationally and locally. 
Our recommendations and reports on good practice help government improve public 
services, and our work led to audited savings of £734 million in 2016.
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4 Cyber security and information risk guidance for Audit Committees

1 Introduction

Our interactions with audit committees across the public sector suggest that, alongside 
rising awareness of the risks associated with cyber security, there is still considerable 
uncertainty about how committees can best exercise their responsibilities in this area. 
We have therefore produced this guidance to help them consider the issues involved 
and structure their discussions with management representatives. 

Why this issue requires attention

Information is a critical business asset that is fundamental to the continued delivery 
and operation of any government service. Departments and public bodies must have 
confidence in the confidentiality, integrity and availability of their data. Any personal data 
collected, stored and processed by public bodies are also subject to specific legal and 
regulatory requirements.

Cyber incidents pose an increasing threat to public bodies’ management of their 
information, with hacking, ransomware, cyber fraud and accidental information losses 
all present throughout the public sector. A realistic understanding of cyber issues is 
essential to protecting public services and users, particularly as the drive to making 
public services digital continues. In many organisations, the capability of staff to deal 
with this issue has not kept pace with the risks. 

An additional complexity arises when public bodies need to share data. Organisations 
need to have mutual trust in each other’s ability to keep data secure and take assurance 
from each other’s risk management and information assurance arrangements for this to 
happen successfully. Not getting this right means that either government fails to deliver 
the benefits of joining up services or puts its information at increased risk by sharing it 
across a wider network. 

Why audit committees need to monitor cyber risks

As government’s guidance to audit committees makes clear, cyber security is now an 
area of management activity that audit committees should scrutinise.1 Together with the 
rapidly changing nature of the risk, this means that there is an important role for audit 
committees in understanding whether management is adopting a clear approach, if 
they are complying with their own rules and standards and whether they are adequately 
resourced to carry out these activities.

1 www.gov.uk/government/uploads/system/uploads/attachment_data/file/512760/PU1934_Audit_committee_handbook.pdf
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What we have found through our work

In September 2016, we published our report on Protecting information across 
government.2 The report describes this devolution of the government’s approach to 
cyber and information security and the lack of coherence between the various bodies 
responsible for governance, oversight and incident response. 

In separate pieces of work on digital skills and online fraud, we have also noted the 
considerable challenge the public sector has in recruiting and retaining staff with the 
right experience and the lack of coordination across government and law enforcement 
agencies in dealing with criminal cyber activity.

Through our financial audits we routinely find weaknesses in financial system controls. 
We conducted detailed system audits on 30 bodies in 2017, of which 24 had access 
control weaknesses. We also frequently find issues in system change controls, business 
continuity, and third party oversight.

How government policy has changed in this area 

In the past much of the guidance, governance, mandatory standards and compliance 
regimes were provided by the centre of government. The 2014 Government Security 
Policy framework remains the primary reference point for central government in this area.3 
But the centre of government is increasingly stepping away from prescribing how individual 
departments and bodies should approach cyber risk, believing that each organisation’s 
operating model and risk appetite should drive its own, separate response. 

While this approach gives individual organisations freedom to make decisions, it also 
means that it is their responsibility to make their own assessments of what standards 
or frameworks they wish to adopt. Government has issued various sets of standards or 
guidance, from 10 Steps to Cyber Security, to Cyber Essentials, Get Safe Online and 
Cyber Aware, but has not always made clear who should use which of these. In addition, 
bodies in some sectors, such as defence, have developed specific approaches which 
they use with suppliers. Others are using industry standards such as ISO 27001. 

The newly established National Cyber Security Centre is bringing together some 
guidance and advice, but it often relates to a specific area such as the use of passwords 
or principles for cloud security, rather than providing an overall framework. All of this 
means it is vital for public bodies to decide what overall framework or approach is most 
suitable for them. 

2 www.nao.org.uk/report/protecting-information-across-government/
3 www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/Security_Policy_Framework_-_web_-_

April_2014.pdf
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2 Our guidance

How this guidance links to other standards

We do not wish to add to the problem described above by producing yet another set 
of guidance. The guidance set out in Part 4 is therefore based on the government’s 
10 Steps to cyber security. We have however supplemented it in two ways. Firstly, in this 
section, we have considered some over-arching questions that may help audit committees 
address strategic issues before getting into areas of detail. Secondly, in Part 5, we have 
listed some other challenges not covered by the 10 Steps guidance, to cover newer or 
emerging areas of technology.

What this guidance covers

What we mean by cyber security is the activity required to protect an organisation’s 
computers, networks, software and data from unintended or unauthorized access, 
change or destruction via the internet or other communications systems or technologies. 
Effective cyber security relies on people and management processes as well as 
technical controls. 

Cyber security is part of the wider activity of information security. Information security 
is a broad term that encompasses electronic, physical and behavioural threats to an 
organisation’s systems and data, covering people and processes. Data can of course be 
stored both electronically and physically (e.g. on paper). 

In focusing on cyber security, this guidance largely considers the security of electronic 
data and related processes and transactions. For some organisations with large 
volumes of paper records or which need to secure physical access, however, wider 
information security activity can be just as important to safeguard their operational 
performance or reputation.
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3 High-level questions

In engaging with management to explore the issue of cyber security, audit committees 
may wish to consider various high-level issues first before discussing points of detail 
or technical activity. From our experience of auditing the performance of a number of 
different client bodies, we think the following issues represent a good set of initial topics 
for discussion. 

In each case, we have set out a high level question and some aspects of what a good 
answer might look like, although these may vary by organisation. Overall, management 
should be able to describe a balanced approach which considers people (culture, 
behaviours, and skills), process, technology and governance to ensure a flexible and 
resilient information and cyber security response.

a There should be some kind of information security management system in 
place and under active management, covering policy, processes, governance, 
skills and training.

b This might involve formal certification through schemes such as Cyber 
Essentials or ISO 27001. This may have been implemented or certified by 
consultants or specialist bodies from government.

c Boards, working groups and individuals should have been allocated specific 
responsibilities for managing cyber risks.

d There should be plans for resilience and recovery in place and these should be 
exercised regularly. 

e There should be a clear assessment of the potential risk arising from electronic 
links with any supply chain or operational partners.

Has the organisation implemented a formal regime or structured 
approach to cyber security which guides its activities and expenditure?1
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a The board should have discussed its overall approach, based on a clear 
and common understanding of the range of information assets it holds and 
agreeing which of those are critical to the business.

b There should be a clear understanding of the kind of threats and risks 
the organisation actually faces, based on incident reporting and relevant 
performance indicators. 

c The organisation proactively manages cyber risks as an integrated facet of 
broader risk management, including scrutiny of security policies, technical 
activity, information security breach reporting, user education and testing and 
monitoring regimes.

d The organisation may be involved in sector or peer information exchange 
mechanisms to improve its understanding.

How has management decided what risk it will tolerate and how 
does it manage that risk?2

a There is either sufficient staff capability to deal with cyber security issues or 
formal arrangements made to secure this capability from external providers.

b There may be actively managed plans in place for the recruitment and retention 
of staff with specialist security skills.

c There should be clear policies on the handling and storage of data, based on 
relevant legal requirements, such as the General Data Protection Regulation.

d There is training available for all staff to ensure appropriate levels of awareness 
and compliance.

e Testing may be conducted to measure the effectiveness of controls.

Has the organisation identified and deployed the capability it 
needs in this area?3
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4 More detailed areas to explore

The National Cyber Security Centre has identified 10 steps for cyber security to help 
organisations manage cyber risks. Based on these 10 steps we have set out below a 
series of more detailed questions that audit committees may wish to ask management in 
order to gain assurance that effective controls are in place. 

As part of its assessment, audit committees should consider the quality of the evidence 
underpinning the assurances provided by management, including whether there is good 
evidence that the policies and procedures are well designed, consistently implemented, 
and operating effectively with an appropriate compliance regime, in all relevant areas of 
the business.

• Are the governance arrangements for managing information risk based on the 
importance of data?

• Do information professionals liaise with central government, stakeholders and 
suppliers to understand the threat?

• Does senior management understand and engage with risk mitigation 
processes and promote a risk management culture?

Information risk management regime1

• Does a system inventory exist?

• Are security patches applied regularly?

• Are vulnerability scans conducted regularly?

• Is there a minimum defined security requirement included in the baseline build 
for all devices?

• Have higher risk device users (e.g. non-executive board members, temporary 
staff) been identified and managed?

Secure configuration2
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• Is the network perimeter managed?

• Do information professionals identify, group and protect critical business 
systems?

• Are security controls monitored and tested?

Network security3

• Does the organisation have an incident response and disaster recovery 
capability, with suitably trained staff?

• Are there incident management plans and are these tested? 

• Are potential criminal incidents reported to law enforcement bodies and 
relevant data breaches reported to the Information Commissioner’s Office?

Incident management6

• Are there effective account management processes, with limits on 
privileged accounts?

• Are user privileges controlled and monitored on the basis of policies for user 
authentication and access?

• Is access to activity and audit logs controlled? Are these logs reviewed for 
unusual behaviour?

Managing user privileges4

• Does the organisation have security policies covering acceptable and secure 
use of data? 

• Are there grade and role appropriate levels of staff training covering secure 
processes and use of systems?

• Are staff aware of information security and cyber risks?

• Do staff know how to report issues and incidents?

User education and awareness5
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• Are there effective anti-malware defences in place across all business areas?

• Is there regular scanning for malware?

• Are there controls to filter access from web browsers?

• What changes have been made as a result of monitoring results?

Malware protection7

• Is there a monitoring strategy in place for all ICT systems and networks?

• Do logs and other monitoring activities enable the identification of unusual 
activity that could indicate an attack?

• Can logs support investigations by showing who accessed what, when they 
did so and what they did to the information?

Monitoring8

• Is there a policy on the use of removable media (e.g. flash drives)?

• Is data encrypted before storage on removable media?

• Are media scanned for malware before being linked to the system?

Removable media controls9

• Is there a clear policy on mobile working, with associated training?

• Is a secure baseline build applied to all mobile devices?

• Are data protected outside formal work environments, including in transit?

Home and mobile working10
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5 Additional questions

Because technology has developed since the 10 Steps guidance was published and 
continues to evolve, we have added below some additional questions on two critical 
areas which are increasingly having an impact on organisations’ cyber security postures: 
using cloud services and developing new technology or services.

• Has the organisation followed recognised guidance, such as the National 
Cyber Security Centre’s cloud security principles, before committing to using 
cloud services?

• Does the organisation have a strategy for the use of cloud services, based on a 
clear understanding of personal data privacy and consent implications, as well 
as in-depth analysis of how cloud services will interface securely with existing 
services, systems and processes? 

• Has the organisation undertaken due diligence on proposed cloud suppliers? 
This might include assessing: 

• their security accreditation and protocols;

• contract liability for data losses or service unavailability;

• whether they have a reputable in-house security team;

• their approach to proactive testing and historical evidence of how they 
have responded to security issues;

• whether the organisation is allowed to perform its own security testing; and

• the organisation’s ability to retain control of information when leaving the 
cloud provider.

• Has the technical architecture of the system, or the supplier’s system, 
been reviewed by an appropriate security expert, providing an independent 
assessment of the system’s design to ascertain whether the system provides 
a reasonable level of mitigation for potential attacks?

• Where cloud services are already being used, does the organisation have 
processes for checking performance against agreed security practices?

• Are plans to mitigate data loss in place, for example using point-in-time backups?

Using cloud services1
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• Have security considerations been formally assessed as part of new product or 
service development?

• Have decision-makers understood security and risk trade-offs through 
business cases and investment decision processes?

• How far has the organisation relied on others’ research versus its own to 
understand the security of the new technology?

• Are system development activities undertaken in a separate environment 
from live services?

• How has the proposed network been designed to ensure control and, if 
necessary, separation of devices from other parts of the organisation’s network?

Development of new services or technology2
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6 Further resources

Below is a selection of guidance and insights that may be useful. 

Government guidance

1 2014 Government Security Framework:

www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/
Security_Policy_Framework_-_web_-_April_2014.pdf 

2 Cloud guidance:

www.ncsc.gov.uk/guidance/how-confident-can-you-be-cloud-security

www.ncsc.gov.uk/guidance/cloud-security-standards-and-definitions 

3 Security frameworks:

www.ncsc.gov.uk/guidance/summary-risk-methods-and-frameworks 

www.nist.gov/sites/default/files/documents/cyberframework/cybersecurity-
framework-021214.pdf

4 Assessment of organisations information security maturity – previously centrally 
mandated but still used by many departments:

www.ncsc.gov.uk/articles/hmg-ia-maturity-model-iamm

www.ncsc.gov.uk/content/files/guidance_files/GPG40%20-%20Information%20
Assurance%20Maturity%20Model%20-%20issue%202.1%20Oct%202015%20
-%20NCSC%20Web.pdf

NAO work on information and cyber security

1 The digital skills gap in government: Survey findings

www.nao.org.uk/report/the-digital-skills-gap-in-government-survey-findings/

2 Protecting Information across government

www.nao.org.uk/report/protecting-information-across-government/

3 Online fraud

www.nao.org.uk/report/online-fraud/

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/Security_Policy_Framework_-_web_-_April_2014.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/316182/Security_Policy_Framework_-_web_-_April_2014.pdf
https://www.ncsc.gov.uk/content/files/guidance_files/GPG40 - Information Assurance Maturity Model - issue 2.1 Oct 2015 - NCSC Web.pdf
https://www.ncsc.gov.uk/content/files/guidance_files/GPG40 - Information Assurance Maturity Model - issue 2.1 Oct 2015 - NCSC Web.pdf
https://www.ncsc.gov.uk/content/files/guidance_files/GPG40 - Information Assurance Maturity Model - issue 2.1 Oct 2015 - NCSC Web.pdf
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Appendix B

Response to high-level Cyber Security questions 

Cyber security, also known as IT security, is the protection of computer systems from 
the theft and damage to their hardware, software or information, as well as from 
disruption or misdirection of the services they provide. [Wikipedia]

While some current threats may be new, the importance of and need for IT security 
has been a central element to the provision of IT systems at Dartford Borough 
Council over many years.  Appendix C provides a summary of the arrangements in 
place to address the issues highlighted by the National Audit Office’s report. 

An important element of the arrangements is the annual IT Health Check undertaken 
by specialist IT Security company, Surecloud.  This has in the past been a 
requirement for the Council to be permitted to be part of the national Public Service 
Network but is now primarily continued for the Council’s own assurance.  The latest 
review, carried out in November, reported that “over all the [Council’s network] was 
found to be very well secured [and] many good practices were observed”.  

Changes in technology has meant changes in the way systems can be accessed 
and can be used.  The network is no longer entirely closed.  The use of the internet 
and email are essential business tools, and the need for more mobile and remote 
working has changed the IT security required. 

The Council is one of the few authorities to have passed an assessment to have the 
domain added to the whitelist of secure government domains, enabling the 
verification of emails being sent to the Council to ensure they actually come from the 
people the purport to be from. 

Security can be both inconvenient and expensive.  It is vital therefore that it is treated 
appropriately for the risk as there is always more that can be done. For example, few 
people would employ a security guard in their homes when they go out, but nor 
would they deliberately leave the door wide open.

The security arrangements are currently considered adequate but the Council 
mustn’t be complacent. Most of the other Councils in Kent have had some breaches, 
leading to down time and in some cases data loss.

The report from the National Audit Office suggested 3 high level questions. 

1. Has the organisation implemented a formal regime or structured approach to 
cyber security which guides its activities and expenditure?

This approach is largely delegated to ICT management who use the existing risk 
management arrangements to highlight the key risks to operational objectives 
and identify necessary actions.  This includes the identification and risk 
assessment of several operational risks involving Cyber/IT security, the most 
serious being “Failure of security systems due to deliberate action by person or 
program incl. cyber-attack.” The steps taken to address the issues are 
necessarily technical and carried out within ICT. Any need for additional 



expenditure is either managed within existing budgets or by bids for Capital 
expenditure which are considered each year.  

2. How has management decided what risk it will tolerate and how does it manage 
that risk?

According to the Risk Management Strategy - It is the responsibility of the 
Managing Director to set the Council’s risk appetite and ensure service areas 
have adequate resources to implement effective risk. The Audit, Risk and Anti-
Fraud Manager co-ordinates the implementation of the Risk Management 
Framework and reports on risk management to the Audit Board and Cabinet, 
including the highlighting of significant existing, or emerging risks.

3. Has the organisation identified and deployed the capability it needs in this area?

The ICT team are highly experienced and proficient in this area but largely reliant 
on 2 individuals.  However it is unrealistic to have that level of expertise held by 
more than that number for an organisation of the Council’s size.  
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1 Information risk management regime

•  Are the governance arrangements for managing information risk 
based on the importance of data? YES

• Do information professionals liaise with central government, 
stakeholders and suppliers to understand the threat?

YES

• Does senior management understand and engage with risk 
mitigation processes and promote a risk management culture?

YES

2 Secure configuration

 Does a system inventory exist? YES
 Are security patches applied regularly YES
 Are vulnerability scans conducted regularly? YES
 Is there a minimum defined security requirement included in the 

baseline build for all devices?
YES

 Have higher risk device users (e.g. non-executive board 
members, temporary staff) been identified and managed?

Access controls arranged 
by relevant manager. 

3 Network security

 Is the network perimeter managed? YES
 Do information professionals identify, group and protect critical 

business systems?
YES

 Are security controls monitored and tested YES

4 Managing user privileges

• Are there effective account management processes, with limits 
on privileged accounts?

YES

• Are user privileges controlled and monitored on the basis of 
policies for user authentication and access?

YES

• Is access to activity and audit logs controlled? Are these logs 
reviewed for unusual behaviour?

YES. When required.

5 User education and awareness

• Does the organisation have security policies covering acceptable 
and secure use of data?

YES

• Are there grade and role appropriate levels of staff training 
covering secure processes and use of systems?

YES

• Are staff aware of information security and cyber risks? YES
• Do staff know how to report issues and incidents? YES

6 Incident management

• Does the organisation have an incident response and disaster YES, for IT



recovery capability, with suitably trained staff?
• Are there incident management plans and are these tested? YES 
• Are potential criminal incidents reported to law enforcement 

bodies and relevant data breaches reported to the Information 
Commissioner’s Office

YES

7 Malware protection
 Are there effective anti-malware defences in place across all 

business areas?
YES

 Is there regular scanning for malware? YES
 Are there controls to filter access from web browsers? YES
 What changes have been made as a result of monitoring results? Stop auto run on 

removable media, add 
Fortisandbox to stop 
incoming zero day threats, 
use Addblockplus on web 
browser to stop infected 
sites. 
Improved patching to 
include rapid turn around 
on Microsoft patching & 
patching of third party 
apps, eg Chrome.

8 Monitoring
 Is there a monitoring strategy in place for all ICT systems and 

networks?
YES

 Do logs and other monitoring activities enable the identification of 
unusual activity that could indicate an attack?

YES

 Can logs support investigations by showing who accessed what, 
when they did so and what they did to the information?

YES, partially. 

9 Removable media controls
 There a policy on the use of removable media (e.g. flash drives)? YES
 Is data encrypted before storage on removable media? Advised for sensitive data. 
 Are media scanned for malware before being linked to the 

system?
No, automatically scanned 
when used on system.

10 Home and mobile working
 Is there a clear policy on mobile working, with associated 

training?
YES

 Is a secure baseline build applied to all mobile devices? YES
 Are data protected outside formal work environments, including in 

transit?
Systems and procedures 
in place and users advised 
to use passwords etc but 
neither that or encryption is 
enforced.
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Risk area Action By Whom Date

Removable 
media controls

i) Review the current use of 
removable media and assess the 
associated risk.

ii) If appropriate, investigate options 
to mitigate the risk and identify 
preferred approach.

iii) If appropriate, procure system 
and/or implement changed 
procedures.

ICT 
Manager

1/6/18

Home and 
mobile working

Review the current systems and 
procedures in place in respect of the 
protection of data and amend them if 
necessary.  (This action will be similar 
to some of the work being undertaken 
for the introduction of General Data 
Protection Regulations (GDPR)).

ICT 
Manager

25/5/18
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FUTURE APPOINTMENT OF EXTERNAL AUDITORS: UPDATE

1. Summary

1.1 This report provides an update on the appointment of the external 
auditor from 2018/19. 

2. RECOMMENDATION
     

2.1 That Members note the appointment of Grant Thornton as the external 
auditor from 2018/19.

3. Background and Discussion

3.1 Reports were presented to the meetings of the Audit Board in March, June 
and September 2016, and again in January 2017, detailing the changes to 
the arrangements for appointing external auditors following the abolition of 
the Audit Commission and the end of the transitional arrangements at the 
conclusion of the 2017/18 audits. 

3.2 The Audit Board subsequently recommended to the General Assembly of 
the Council that the sector led approach to the negotiation and appointment 
of the external auditor be approved as the preferred procurement route. 
This would avoid the need for the Council to establish an auditor panel and 
to undertake an auditor procurement; would result in savings from one 
major procurement exercise as opposed to running individual 
procurements; would secure highly competitive prices from audit firms 
through economies of scale and would ensure the appointment of the same 
auditors to bodies involved in significant collaboration/joint working 
initiatives or across regions. 

3.3 At the meeting of the General Assembly of the Council on 12 December 
2016 (Min. No.71), Members approved the sector led approach to the 
negotiation and appointment of the external auditor. 

3.4 Public Sector Audit Appointments Ltd (PSAA), was appointed by the 
Secretary of State to be the sector led body. Having undertaken their 
procurement exercise, they subsequently advised the Council in August 
2017 that they were proposing to appoint Grant Thornton as the Council’s 
external auditor for five years from 2018/19. 

3.5 Consultation on the proposed appointments ran to 22 September 2017. The 
Council raised no objections to the appointment of Grant Thornton. This firm 
are currently the Council’s external auditors. They have also been awarded 
the contract for the whole of Kent. This appointment would therefore ensure 
continuity for Financial Services, who are used to Grant Thornton’s audit 
approach, and consistency across Kent, with the same auditor being 
responsible for Kent bodies involved in joint working.
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3.6 The audit appointment was formally confirmed at the meeting of the 
PSAA Board on 14 December 2017.

3.7 PSAA is responsible under the Local Audit (Appointing Person) 
Regulations 2015 for setting the scale of fees for the audit of the 
accounts for those local authorities who opted into the appointing person 
scheme. PSAA is currently consulting on the scale of fees for 2018/19 
audits. They are proposing that scale audit fees for 2018/19 should 
reduce by 23%, compared to the fees applicable for 2017/18. This 
reduction is possible as a result of the favourable prices secured from 
audit firms during the procurement process. PSAA have advised that 
they hope to be able to maintain this reduction in scale fees for the first 
three years of the appointing period, based on current assumptions 
about inflation and the amount of work auditors are required to 
undertake. This position will be confirmed when they review and update 
their assumptions and estimates each year, and consult on scale fees 
for the following year. Whilst PSAA hope to sustain the reduction for the 
full five years of the appointing period, economic uncertainties mean that 
it is not possible to be certain of this at this early stage.

3.8 The proposed audit fee for the Council for 2018/19 is £35,732, a 
reduction of 23% from the 2017/18 charge of £46,405. The consultation 
on the reduction of fees closes on 15 January 2018. The Council is not 
proposing to respond to the consultation due to the favourable reduction 
proposed. The final scale of fees for 2018/19 will be published in March 
2018. 

3.9 The certification of the housing benefit subsidy claim is not covered by 
the PSAA appointment. The Council is therefore responsible for 
appointing its own external auditor for this work. Its appointment must be 
confirmed to the DWP prior to the authority’s initial estimate of housing 
benefit subsidy being submitted for 2018/19, which is due no later than 1 
March 2018. It is proposed to appoint Grant Thornton for this work to 
ensure continuity with the final account process. The Council is therefore 
currently seeking a fee for this work for 2018/19 from Grant Thornton. 

4. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications The external audit fees for 2017/18 are 
£46,405 (excluding grant certification 
work). The proposed scale of fees for 
2018/19 would result in a reduction of 
the fees by 23% to £35,732. The final 
fees for 2018/19 will be published in 
March 2018

Legal Implications Section 7 of the Local Audit and 
Accountability Act 2014 requires a 
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relevant authority to appoint a local 
auditor to audit its accounts no later 
than 31 December in the preceding 
year. 

Section 17 gives the Secretary of State 
the power to make regulations in 
relation to an ‘appointing person’ 
specified by the Secretary of state. This 
power has been exercised in the Local 
Audit (Appointing Person) Regulations 
2015 and this gives the Secretary of 
State the ability to enable a Sector Led 
Body to become the appointing person. 
Public Sector Audit Appointments 
Limited (PSAA) were therefore 
appointed as the appointing person to 
lead on the procurement process and to 
set the scale of fees for the audit of 
accounts.

Following the abolition of the Audit 
Commission, the Department for 
Communities and Local Government 
(DCLG) delegated statutory functions for 
the certification of HB subsidy claims to 
PSAA for a temporary period. This 
included responsibility for the 
appointment of auditors to the local 
authorities (LAs). On 5 October 2016, 
DCLG confirmed that it would extend 
the arrangement with PSAA ltd until 
March 2018. Upon expiry of this, LAs 
become responsible for appointing their 
own external auditor for the assurance 
of their subsidy claims. The Department 
for Work and Pensions (DWP) will be 
responsible for the HB assurance 
framework instructions, and the control 
of grant payments based on the 
assurance reports supplied under the 
new arrangements. 

Staffing Implications None
Administrative Implications None
Risk Assessment PSAA will only contract with audit firms 

that have a proven track record in 
undertaking public audit work and who 
are registered as local public auditors 
with one of the chartered accountancy 
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institutes acting in the capacity of a 
Recognised Supervisory Body (RSB). 
The quality of registered firms’ work will 
also be subject to scrutiny by both the 
RSB and the Financial Reporting 
Council, under arrangements set out in 
the Local Audit and Accountability Act 
2014.

5. Appendices

None
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PRICEWATERHOUSECOOPERS FOLLOW UP REVIEW OF THE 
INTERNAL AUDIT SERVICE

1. Summary

1.1 This report provides an update on the findings of the 
PricewaterhouseCoopers’ follow-up review. 

2. RECOMMENDATION
     

2.1 That Members note the draft findings from the PricewaterhouseCoopers 
follow-up review.

3. Background and Discussion

3.1 The Public Sector Internal Audit Standards (PSIAS) require that an external 
review of Internal Audit is carried out by an external assessor at least once 
every five years. In order to meet this requirement, 
PricewaterhouseCoopers (PWC) were appointed to carry out an 
independent review of the Internal Audit service in 2015. The purpose of the 
review was to assess the level of performance of the Internal Audit function 
against relevant industry best practice and professional internal audit 
standards, including PSIAS. The outcome of this review was reported to the 
Audit Board in June 2015.   

3.2 This review recognised that Internal Audit had a full set of templates and a 
quality management system that were comprehensive, represented good 
practice and conformed to PSIAS. However, their report also highlighted a 
number of improvements to processes and procedures, particularly the 
need for the service to strengthen its relationship with management to 
ensure their needs were understood and to provide assurance over the 
Council’s key issues and risks. It also identified that moving forward the 
service needed to modernise in response to the changing face of local 
government and needed to find innovative ways of working to add real 
value to the organisation. Consequently an action plan was developed to 
address these issues.

3.3 Following the departure of the Audit, Risk and Anti-Fraud Manager, 
Management decided it was timely to commission PWC to undertake a 
follow-up review to ascertain what progress has been made against the 
action plan and to identify where further improvements are required.

3.4 Although PWC have not yet issued their final report, their draft findings have 
been discussed with Management and the key headlines from their findings 
are highlighted below:

 Good progress has been made to implement the recommendations 
raised in respect of quality assurance and performance management. A 
new audit management system, Teammate, has been implemented. 
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Moving forward, the team must ensure that they fully utilise the 
functionality of Teammate. The audit manual should also be updated to 
ensure it remains a useful tool for the team.

 Improvements have been made to the communication and reporting of 
audit findings, however, key stakeholders remain unclear on where the 
Internal Audit service can add further value. A vision should therefore be 
developed to ensure that there is a clear understanding of what Internal 
Audit can deliver and what the Council wants from the Internal Audit 
service going forward.

 There has been an improvement in the perception of the Internal Audit 
service by stakeholders. Feedback on the management of the audit plan 
and the timeliness of delivery of audit reports from stakeholders has 
been positive. However, there remain concerns regarding the team’s 
ability to provide deep insight in complex areas. A skills assessment of 
the current Internal Audit team should therefore be undertaken and a 
schedule of training implemented.

 An Audit Needs Assessment is now undertaken annually to identify 
current and emerging risks to ensure they are reflected in the annual 
audit plan. However, there needs to be greater engagement between 
Internal Audit and the wider business to ensure that there is a clear 
understanding of the Council’s key risks and thus to ensure that Internal 
Audit can provide assurance where it is needed. 

3.5 Management will now give careful consideration to these findings and will 
develop an action plan to address the service gaps. This action plan will be 
presented to the Audit Board for approval at its meeting on 25 April 2018. 

3.6 The position of Audit, Risk and Anti-Fraud Manager is currently vacant with 
the Principal Auditor acting up in this role. There is also a vacant Auditor 
role within the team. Management will now need to also give consideration 
to the staffing requirements needed moving forward to ensure the Council 
has an effective Internal Audit service.

4. Relationship to the Corporate Plan

4.1 A robust Internal Audit function contributes towards the effective 
management of the Council and facilitates the achievement of good value 
for money in service provision. 

5. Financial, legal, staffing and other administrative implications and risk 
assessments

Financial Implications The cost of the follow-up review has 
been shared with Sevenoaks District 
Council and has been met from within 
existing internal audit resources.
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Legal Implications None
Staffing Implications Consideration will be given to the level 

of resource required to ensure there is 
an effective Internal Audit team moving 
forward.

Administrative Implications None
Risk Assessment The external review of Internal Audit 

was carried out to meet the 
requirements of the Public Sector 
Internal Audit Standards to ensure that 
the service is effective in carrying out its 
statutory duties. These duties are aimed 
at strengthening internal control, risk 
management and governance 
processes within the Council. The follow 
up review has highlighted areas for 
further development and an action plan 
will now be drawn up to strengthen the 
effectiveness of the Internal Audit Team.

6. Appendices

None
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